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PART I: LITERATURE REVIEW

INTRODUCTION
BACKGROUND AND THE PURPOSE OF THE PROJECT
Mobilising Against Extremism through Countering and Diverting Radicalisation of Young People
(RADEX), is a 24-month project co-funded by the Erasmus+ Programme of the European Union (EU).
The aim of RADEX is to make an impact on countering, preventing and diverting violent radicalisation
of young people, by equipping young people, youth workers, social workers, and youth organisations
with tools to identify patterns, methods, and different processes of violent radicalisation.
This research constitutes one of the two main outputs of the project: a comprehensive report analysing
the methodological framework and the findings of the research phase from the partner countries.
METHODOLOGY
The aim of the comprehensive report is to serve as a basis for the online course, which will be used
to empower young people, youth workers, social workers, front-line practitioners and trainers by
equipping them with the knowledge and tools to identify early signs, techniques, patterns, methods,
and different processes of violent radicalisation, but most importantly, to equip them with positive
skills to deter and combat radicalisation.
In the framework of our research, we have studied radicalisation signs and patterns physically, but
also on different online platforms such as YouTube, Twitter, apps like Telegram and chatrooms like
Reddit.
The methodological framework provides us with real data on how, when, and where young people
are targeted and/or approached, and analyses how the radicalisation is done, mainly online,
giving us patterns of radicalisation, but also establishing radicalisation indicators and vulnerability
indicators. The methodological approach used is with a combination of different methodologies,
including literature review, qualitative interviews, and analysis of content, discourse analysis, and
social network analysis.
The literature review was carried out through a combination of sources and methods, including
books, studies, research papers, scholarly articles, published reports and statistics, and fieldwork. It
examines the current state of knowledge on the topic of radicalisation.
Accordingly, the researchers used different sets of methods in their research, including Facebook
posts, Twitter posts (Tweets), YouTube videos, blog posts, messaging, and gaming Apps, as a data
source.
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The value in using qualitative research approaches (in-depth interview and qualitative content
analysis) lies in discovering why, when, and how young people engage in radicalisation. Considerable
attention was given to social networks and news sites (including social media, messaging and
gaming Apps, blogs, etc.), which was carried out to explore the current flow, and examine various
aspects of youth radicalisation.
Therefore, the report contributes as a summary of general trends of research studies, but also as an
in-depth analysis of social network research.
Thus, the comprehensive report provides us with real data on how, when and where young people
become objects of radicalisation, and establishes both radicalisation indicators and vulnerability
indicators. At the same time, it forms strengths that young people will use in their benefit, to build a
stronger fence against radicalisation.
The target group includes young adults, youth, youth workers, youth organisations, social workers,
front-line practitioners, trainers, educators.
LITERATURE REVIEW METHODOLOGY
The report uses findings that emerged from primary and secondary research. Additionally, online
research via social media platforms conducted to collect social media data, of radical and extremist
content from a users’ profiles from different social media networks. In particular, we collected data,
which is being posted online, including likes, shares, comments, reactions, clicks, and more extremist
content by users. The keywords used included the following: radicalisation, radicalisation, far-right,
far-left, anarchist, online behaviour, youth radicalisation, extremism, terrorism, right-wing etc. To
analyse the data, the study used the method of Graphical Media Analysis, Volume Analysis and
Thematic Analysis.
Methods
• Primary research (qualitative in-depth interviews)
• Secondary research (desk research)
• Social networks research
• Online research
• Analysis (content, discourse, social media)
Objectives
• Identification of primary and secondary resources
• Identification of online platforms that support radicalisation
• Identification of radicalisation behavioural patterns
• Analysis of the resources
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1ORGANISASIONAL PARTNERS &
AUTHORS
1. RJ4All
RJ4All (UK) is an International Institute, bringing its world-class restorative justice expertise and
the user-led experience in project development, design, and evaluation. RJ4All is the coordinator of
RADEX, and contributor to the comprehensive report.

2. SYNTHESIS Centre for Research and Education
SYNTHESIS (Cyprus) is a research centre which initiates and implements projects of positive social
impact, with a focus on social inclusion in the fields of youth. SYNTHESIS is the leading partner in
this comprehensive report.

3. ALDA
ALDA (France) is dedicated to the promotion of good governance and citizen participation and
encourages cooperation between citizens, local authorities and CSOs. It is the umbrella organisation
of the LDAs that are self-sustainable and locally registered NGOs, acting as promoters of good
governance. ALDA is a contributor to the comprehensive report.

4. Inclusive Europe
Inclusive Europe (Belgium) works to prevent radicalisation and violent extremism in Europe, combat
xenophobia and hate speech, and raise awareness and improv knowledge of social, political, and
economic inclusion. Inclusive Europe is a contributor to the comprehensive report.

5. Club for UNESCO
CLUB FOR UNESCO (Greece) has experience in projects that focus on supporting vulnerable
groups, combating poverty, supporting human rights, encouraging the identification, protection, and
preservation of cultural and natural heritage. Club for UNESCO is a contributor to the comprehensive
report.
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THEORETICAL FRAMEWORK
DEFINITION OF RADICALISATION

THE UK
Extreme ideologies do not develop in a vacuum, nor do they find themselves immersed in a single
culture. As explained in a 2015 UK government report, ‘Radicalisation to terrorism or violent extremism
is a recent conceptualisation and only became widespread after terrorist plots and attacks planned
by ‘home-grown’, second-generation terrorists in Spain and the UK.
In the United Kingdom, nearly all of those committing acts of terrorism were ‘home grown’, meaning
that they are born and raised here (Christmann 2012).
Radicalisation of at-risk youth populations across global cultural communities has led to the creation
of a pool of candidates vulnerable to recruitment by extremist organisations. Upon closer examination
of the phenomenon, radicalisation shows to take on many forms, developing and shifting its approach
and values to the group’s intended audience and location.
While this makes the process more difficult to flush out and deter, it does offer a lens under which to
examine the ways in which any given culture creates the spaces for radicalisation to occur. Before
one can understand the signs of developing extremism and radicalism, we must establish a clear
baseline for what the phenomenon constitutes. Across disciplines and areas of academic interest,
the word has many nuances. Some prefer to recognise it as a single continuous process, or “the
progression of searching, finding, adopting, nurturing, and developing this extreme belief system to
the point where it acts as a catalyst for a terrorist (Doosje, 2013). Others consider it to be less of a
linear process, and more the collection of specific ingredients. Aspects like ‘perceived illegitimacy of
authorities & perceived in-group superiority’ are the basis of the Sageman’s model for radicalisation,
which makes the strong distinction that the process is hardly well described in a step-by-step manner
(Doosje, 2013).
One point of agreement between scholars is that radicalisation does not happen overnight, no
matter how sudden the actions of participants may seem. According to researchers of the Youth
Justice Board in the United Kingdom, radicalisation may be more properly understood as a type of
indoctrination (Costanza 2015). People must be exposed to the idea of extremism repeatedly and in
moderation for it to breed familiarity in an individual’s mind.
As mentioned above, radicalisation requires time, patience, and slow exposure. Who exactly is the
target of this calculated process? In the past, when researchers have sought to answer this question,
there have been concerns of bias and cultural stereotypes clouding their judgement. Publicity and
media have long since disproportionately added to the narrative of those taking part in acts of terrorism
as extremist Muslims.
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While it is true that the creation of this radicalised group is surely the product of the same process of
racialisation, others in right-wing sectors, or even the recently titled ‘fourth wave’ of feminism could
be added into this category of radicalisation. Data based research presents us with a different picture
than that of the media, as “some extremists are highly educated, some are not, and countries with low
and high provisions of education have experienced violent extremism” (UK Gov, 2015).
Additionally, religious and ethnic fault-lines do not always coincide”. Radicalisation is a phenomenon
that transcends the singularity of any given ideology- political or religious, and all forms of radical
thought pose dangers to the well-being of communities. The term radicalisation has prevailed as a
focus of the debates of the European and global academic and political societies related to violent
extremism and violent radicalisation, particularly in the emergence of ISIS. After 2004, the term
“radicalisation” is at the centre of studies about terrorism and counter-terrorism policies. Although
the term is now more burdened by a negative psychological process, it does not mean it has always
had that content. The content of the term “radical” has changed dramatically in less than a century.
While in the 19th century a “radical” person was primarily considered to be “liberal”, progressive,
and democratic, the content has been negatively charged nowadays, having turned into something
anti-liberal, undemocratic, backward, and embracing fundamentalism. Definition of the phenomenon
of radicalisation that is internationally acceptable doesn’t exist, beyond the agreement that it is a
“process”.
Most academic societies, defining the term radicalisation, primarily focus on a sociopsychological
process, where a gradual adoption of extreme political and / or religious ideas leading to the use
of violence as means of achieving goals. At the same time, the principles of democracy and the
practices of compromise and tolerance are rejected. According to Alex P.Schmid, radicalisation
“is an individual or collective (group) process, usually in a situation of political polarisation, normal
practices of dialogue, compromise and tolerance between political actors and groups with diverging
interests are abandoned by one or both sides in a conflict dyad in favor of a growing commitment to
engage in confrontational tactics of conflict waging. […] The process is […] generally accompanied by
an ideological socialisation away from mainstream or status quo-oriented positions towards more
radical and extremist positions involving a dichotomous world view […]” (Schmid, 2013).
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CYPRUS
The term “radicalisation” attracted much attention at European and global levels, following the postSeptember 11 era, while the concept held the debates after the 2004 Madrid train bombings and
2005’s bombings in London. However, the concept of radicalisation is heavily disputed. Subsequently,
there is no universally accepted definition of radicalisation, as it can have different connotations in
different contexts.
Although the term is now more burdened by a negative sign, this has not always been the case.
The content of the term “radical” has changed dramatically in less than a century. While in the 19th
century a “radical” person was primarily considered to be “liberal”, progressive, and democratic,
nowadays, the content has been negatively charged, having turned into something anti-liberal and
undemocratic.
Trying to give an all-encompassing and universally accepted definition of the term “radicalisation”
is a huge challenge faced primarily in the academic field. The difficulties that researchers deal with
in naming the phenomenon of radicalisation come from the fact that, like violence or terrorism, it is
a category at a time performative, normative, and stigmatising which “puts at stake the borders of
the legitimate and the illegitimate, of the tolerable and intolerable” (Lavergne, Perdoncin, 2010). An
internationally accepted definition of radicalisation does not exist, beyond the agreement that it is a
“process”.
The radicalisation concept is often proposed to explain changes in ideas or behaviour. It is often
referred to, in conjunction with individuals belonging to different groups such as Islamist jihadists,
left-wing, or right-wing groups.
It is important not to see radicalisation as an absolute concept1. It is relative and dependent on the
context in which it takes place, while it can occur to individuals or groups. It can take place over a
period, for example within a few weeks, or in many years.
According to the Cambridge dictionary, radicalisation is the action or process of making someone
become more radical (=extreme) in their political or religious beliefs2. The UK government defines
radicalisation as the process by which a person comes to support terrorism and extremist ideologies
associated with terrorist groups3. With no commonly accepted definition, the EU defines radicalisation
as a complex process in which an individual or a group embraces a radical ideology or belief that
accepts, uses, or condones violence, including acts of terrorism, to reach a specific political or
ideological purpose4.
1 Coolsaet, R. (2016). ‘All radicalisation is local’. The genesis and drawbacks of an elusive concept. Egmont Paper 84, 3-48. Egmont
Institute. http://www.egmontinstitute.be/content/uploads/2016/05/ep84.pdf?type=pdf.
2 Cambridge dictionary, https://dictionary.cambridge.org/dictionary/english/radicalisation
3 UK Government, https://www.gov.uk/government/publications/prevent-duty-guidance/revised-prevent-duty-guidance-forengland-and-wales
4 European Union, European Commission, https://ec.europa.eu/home-affairs/what-we-do/policies/counter-terrorism/radicalisation_
en
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FRANCE
Trying to give an all-encompassing and universally accepted definition of the term radicalisation is
a huge challenge faced primarily in the academic field. The difficulties that researchers deal with in
naming the phenomenon of radicalisation come from the fact that, like violence or terrorism, it is a
category at a time performative, normative and stigmatizing which “puts at stake the borders of the
legitimate and the illegitimate, of the tolerable and intolerable” (Lavergne, Perdoncin, 2010).
Beyond the discussions on the utility, or not, of using such a notion (Mauger, 2016; Dufour et al.,
2012), the academic literature focuses mostly on defining its outline. The definition that gained the
most consensus in the French literature today is that of Farhad Khosrokhavar, for whom it is the
conjunction of radical ideology and violent action that makes it possible to speak of radicalisation.
Khosrokhavar defines radicalisation as “a process by which an individual/a group adopts a violent
form of action, directly linked to an extremist ideology with political, social or religious content which
challenges the established order on the political, social or cultural level” (Khosrokhavar, 2014).
Thanks to his empirical studies on political violence and on the Corsican and Basque nationalists,
and recently on jihadists too, Xavier Crettiez outlines three elements of radicalisation: its evolutionary
dimension; the adoption of sectarian thinking; the use of armed violence (Crettiez, 2016). According
to some scholars, like Younous Lamghari, terrorism is the final step in the radicalisation process
(Lamghari, 2015).
On the contrary, Ragazzi (2014) refuses the idea of intrinsic violence and argues that political and
religious radicalisation does not necessarily lead to violent or terroristic action. The same assumption
can be found in Bigo et al. (2014) where it is stressed that radicalisation should not be viewed as a
form of pre-terrorism since there is no linearity in the process.
Opposed to the widely accepted definition of Khosrokhavar, which puts the violent deed at the core of
the radicalisation process, Randy Borum (2011) recommends dissociating the process of adopting a
radical ideology, from the process of engaging in violent action. In this regard Benjamin Ducol thinks
that “it is therefore necessary to distinguish, on the one hand, cognitive radicalisation and, on the
other, behavioural radicalisation” (Ducol, 2015).
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GREECE
According to Wikipedia, Radicalisation stands for “the action or process of causing someone to adopt
radical positions on political or social issues” while extremism is defined as “the holding of extreme
political or religious views; fanaticism”. Young people in Greece (April 2021) constitute approximately
18.5% of the Greek population with unemployment rates being 32.51% in late 2020 (statista.com),
with active youth being either in continuous or higher education or in the labour market.
The economic crisis that hit the country between 2008 and 2015 left both economic devastation to the
country’s active economic citizens but also immediate negative social impact, leaving Greek citizens
of all ages, feelings of anger towards the political system, the populist practices, the inefficient and
large public sector but also a lack of trust in the political and systemic state. During that period, large
demonstrations took place, with youth leading with the movement of the Indignant. Following the
economic crisis, the impoverishment of certain economic groups, and the failure in believing in the
state and the two-party system, a new front opened, that of the immigration and refugee one, with
Greece being the primary country of entry for thousands of refugees.
In terms of youth employment, although a large percentage of Greek youth is highly educated or
attending education, following the economic crisis, “young people tend to be disadvantaged when
entering the labour market due to limited or none work experience” (Kratz), left youth with no work,
little prospect of advanced careers and the creation of the 500-euro wage generation. This triggered
further stimulation of negative feelings of incompetence, social exclusion, and inactiveness.
Following these turbulent years, saw the rise of the ultranationalist right-wing party Golden Dawn
which became the third largest political party entering Greek parliament, allowing respective voices
to be heard and adopted. Combined with the propaganda on social media, news and the spreading
of fake news, created a mature prospect for an increased radicalisation prospective but also more
willing participants in the respective groups. According to Pew Research centre, the Golden Dawn’s
popularity can partly be attributed to the financial crisis which capitalised on the growing negative
feelings of anger and despair. In addition, a poll by Pew Research centre in 2016, found that 2/3 of
the respondents considered the refugee crisis a “major threat”.
The above has led to the facilitation of approaching youth willing or vulnerable to radicalisation both
offline and through online media and fora.
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BELGIUM
Radicalisation is a process by which people increasingly adopt more extreme attitudes and behaviours
that might involve approval of the use of violence by others or displaying this violence themselves
to stimulate fear in the general population in an attempt to instigate changes in society (van Eerten,
Doosje, Konijn, Graaf, Goede, 2017).
In general terms, there are three types of radicalisation or extremism observed in Belgium; Islamic
extremism, left-wing extremism and right-wing extremism.
Even though public opinion has only focused on extremism within Islam in recent years, only a minority
of Muslims adhere to this kind of extremism. An even smaller group is militant and only a few accept
to use violence as part of their profession of faith
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DIMENSIONS OF RADICALISATION

Focusing only on the process element of radicalisation would be a mistake, as it usually concentrates
on violent extremism and/or terrorism as the outcome of the process.
Radicalisation is distinguished between cognitive behavioural elements. The behavioural element
of radicalisation refers to engagement in extremist activities5. These activities could be violent and
illegal, or non-violent and legal6. The fact is, only some individuals who have radical views also go on
to commit violent acts7.
The cognitive element of radicalisation refers to the process through which an individual endorses
political ideas, beliefs, and values that are in opposition to fundamental values and norms of the
society, including democracy and the rule of law8. Radicalisation does not necessarily result in
terrorism.
The radicalisation process may vary from person to person; however, scholars suggest that four
stages of radicalisation can be identified:
1)

Become susceptible to radicalisation;

2)

Orient toward a particular type of radicalisation;

3)

Become a member and get involved in radical groups;

4)

Participate in extremist actions9.

5 University of Oslo, Department of Social Sciences, https://www.sv.uio.no/c-rex/english/groups/compendium/what-isradicalisation.html
6 Hafez, Mohammed & Mullins, Creighton. (2015). The Radicalisation Puzzle: A Theoretical Synthesis of Empirical Approaches to
Homegrown Extremism. Studies in Conflict and Terrorism. 38. 10.1080/1057610X.2015.1051375.
7 RAN RESEARCH PAPER December 2016 Radicalisation Research – Gap Analysis, RAN RESEARCH PAPER December 2016
Radicalisation Research – Gap Analysis https://ec.europa.eu/home-affairs/system/files/2020-09/201612_radicalisation_research_
gap_analysis_en.pdf
8 Hafez & Mullins (2015); Vergani, M., Iqbal, M., Ilbahar, E., & Barton, G. (2018). The three Ps of radicalisation: Push, pull and
personal. A systemic scoping review of the scientific evidence about radicalisation to violent extremism. Studies in Conflict and
Terrorism, 1-32
9 A., Mann, L., & Feddes, A.R. (2016). Terrorism, radicalisation and de-radicalisation. Current Opinion in Psychology, 11, 79–84.
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TYPES OF RADICALISATION

Radicalisation leading to violence may take different forms, subject to the context and time10. For
example:

Right-Wing Extremism
Right-Wing extremism is a form of radicalisation associated with fascism, racialism/racism,
supremacism, and ultranationalism. It is distinguished by the defence of a racial or an ethnic identity
and is linked with extreme resentment or aggression towards minorities, immigrants and/or left-wing
political groups.

Left-Wing Extremism
Left-Wing extremism is a type of radicalisation that focuses on anti-capitalism and demands the
change of political systems that they regard as being responsible for social inequalities. This category
may include anarchist, maoist, trotskyist and marxist–leninist groups that use violence to support their
beliefs.

Politico-Religious Extremism
Politico-Religious extremism is a type of radicalisation related to political and religious causes and
defending a religious identity that is believed to be under attack, with violent methods.

Single-Issue Extremism
Single-Issue extremism is a form of radicalisation inspired by a single issue. For example: radical
environmental or animal rights groups, anti-abortion extremists, anti-gay/anti-feminist movements,
and ultra-individualist or independent extremist movements. These groups may use violence to
promote their causes.

10 Centre for the Preventions of radicalisation leading to violence: Types of radicalisation: https://info-radical.org/en/types-ofradicalisation/
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RADICALISATION AND RECRUITMENT
PATTERNS
Recruitment may take different forms. The following list is taken from the Handbook on Children
Recruited and Exploited by Terrorist and Violent Extremist Groups: Role of the Justice System11:
•

“The Net”: Violent extremist and terrorist groups disseminate undifferentiated propaganda, such
as video clips or messages, to a target population deemed homogeneous and receptive to the
propaganda.

•

“The funnel”: Entails an incremental approach, to target specific individuals considered ready
for recruitment, using psychological techniques to increase commitment and dedication. Even
targeted children who resist complete recruitment may develop positive outlooks on the group’s
activities.

•

“Infection”: When the target population is difficult to reach, an “agent” can be inserted to pursue
recruitment from within, employing direct and personal appeals. The social bonds between the
recruiter and the targets may be strengthened by appealing to grievances, such as marginalization
or social frustration.

RADICALISATION AND COVID-19
In early 2021, Francesco Marone argued that the COVID-19 emergency and its consequences
could “breed or exacerbate states of mind and grievances that tend to underlie various forms of
violent extremism, at the micro level”. These may include losses and traumas, disruption to daily life
habits, psychological distress, uncertainty, etc., which could potentially become “push factors” to
radicalisation12.
The Cyprus reports points out that according to the 2021 EU Terrorism Situation and Trend report13,
terrorists and militants’ freedom of movement was restricted, mainly due to the measures taken to
combat COVID-19 and the drop of travel. Offline spread of propaganda and radicalisation was limited;
however, online movement has increased. At the same time, jihadist content and online networking
of radicalised individuals have increased, while right-wing extremism was accelerated through
spreading online propaganda.
At an individual level, the report noted a risk that the situation created by the pandemic could be
an additional stress factor for radicalised individuals with mental health problems. As a result, lone
actors may turn to violence sooner than they would have done under different circumstances.
Effects of the pandemic that might potentially contribute to self-radicalisation included:
•

Social isolation from family and peers

•

Fear of falling ill

11 Gerwehr, Scott, and Sara A. Daly (2006). Al-Qaida: terrorist selection and recruitment. Santa Monica, California, RAND Corporation.
Pp. 76-80. Cited in United Nations, UNODC (2017). Handbook on Children Recruited and Exploited by Terrorist and Violent Extremist
Groups: Role of the Justice System . Vienna. P. 13.
12 Marone, F. Hate in the time of coronavirus: exploring the impact of the COVID-19 pandemic on violent extremism and terrorism in
the West. Secur J (2021). https://doi.org/10.1057/s41284-020-00274-y
13 European Union Terrorism Situation and Trend report 2021, https://www.europol.europa.eu/activities-services/main-reports/
european-union-terrorism-situation-and-trend-report-2021-tesat
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•

Increased time spent online or at home with radicalising influences

•

Reduced job security and subsequent financial difficulties

•

Dissatisfaction with measures to combat the spread of COVID-19

•

Misinformation online, in particular on social media platforms14.

Drawing on existing literature, the COVID-19 pandemic can have a substantial impact on radicalisation.
For example, the global economic recession that started in 2020 and its outcomes including job
losses etc., could potentially lead to radicalisation responses with individuals accepting extremist
beliefs. At the same time, the pandemic may have an impact on the activities of extremist groups,
such as alternating their propagandistic material and their narrative, while at personal level, it may
stimulate individual attitudes that lean towards radicalisation/extremism, including feelings of fear,
frustration etc15.
COVID-19 may alternate the future target population of violence and extremist acts in the West16.
For instance, public places, as easy targets, may see a decrease in the number of attacks against
them, as a public lockdown or restrictions may deter them; but hospitals and medical personnel may
become targets.
For example, in Belgium, the COVID-19 crisis breeds further ground for extremist ideas. Some media
articles suggest that before the corona crisis, the National Support Centre for Extremism (LSE) would
receive complaints about once a month; now there are several a week. And while the concerns
were used to be mainly about possible jihadists, most of the reports now concern a completely
different group: people who quickly radicalise online, fed by conspiracy theorists or extreme rightwing groups. The reports are taking off because of COVID-19 and its consequences make more
people feel insecure or anxious, says LSE director Saskia Tempelman.
Belgium’s State Security Service (VSSE) also found that the extreme right insists on a connection
between the outbreak of the COVID-19 and immigration. A cocktail of facts, fake news and far-right
framing are usually enough to make the message clear: Migration makes the COVID-19 outbreak
worse.
There are plenty of examples. The French-lingual far-right party Parti National European (PNE) for
example, a tear-off from the francophone Nation, describes an asylum centre in Mouscron as a
source of infection for the environment. The PNE even demands the closure of the centre because
of the coronavirus.
14 European Union Terrorism Situation and Trend report 2021, https://www.europol.europa.eu/activities-services/main-reports/
european-union-terrorism-situation-and-trend-report-2021-tesat
15 Marone, F. Hate in the time of coronavirus: exploring the impact of the COVID-19 pandemic on violent extremism and terrorism
in the West. Secur J (2021). https://doi.org/10.1057/s41284-020-00274-y
16 Nesser, P. 2019. Military interventions, Jihadi networks, and terrorist entrepreneurs: How the Islamic state terror wave rose
so high in Europe. CTC Sentinel 12 (3): 15–21. , Ravndal, A.S., S. Lygren, A.R. Jupskås, and T. Bjørgo. 2020. RTV trend Report 2020:
Right-wing terrorism and violence in Western Europe, 1990 - 2019. C-REX Research Report. Centre for Research on Extremism
(C-REX). https://www.sv.uio.no/c-rex/english/topics/online-resources/rtv-dataset/index.html. Accessed 14 July 2020.
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The Tweet reads that Sheikh Abou Noomen tells COVID-infected Muslims
to cough on disbelievers to contaminate them.

In the image, there is “a call for conflict” to rise
against the state because it failed to overcome the
pandemic.

The VSSE also notes that certain extreme right-wing groups and organisations, particularly the
recently founded Squadra Europe, promote a pro-Russian discourse in Belgium. Squadra Europe
is a very recent pan-Europe, extreme right-wing movement active on Twitter and other social media
platforms.

On April 8, 2020, the left-wing anarchist website Indymedia Bruxsel made a call to its visitors to
commit violence against the police, prison officers and Brussels’ telecom infrastructure to bring
maximum damage to the state. The website announcement said the outbreak of the coronavirus is an
opportunity to act against the law enforcement agencies. Other organisations, such as the extreme
left-wing Secours Rouge also remain active during the corona crisis.
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RESEARCH QUESTIONS

The current study focuses on online and physical radicalisation including signs and characteristics of
young people vulnerable to violent radicalisation and extremism.
The following research questions are addressed:
1.
What are the drivers for extremism and radicalisation, online and offline/ constitutes signs for
extremism and radicalisation, online and offline?
2.

What signs indicate that a young person is being radicalised online and offline?

3.
What are the common characteristics (potential vulnerabilities) on personal backgrounds as
well as on social online and offline environments of young people that are being radicalised?
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LEGAL FRAMEWORK, CASE STUDIES AND
INTERVIEWS
THE UK
The phenomenon of terrorism is not unique to the United Kingdom; however, its prominence is best
understood when looking at the background of Islamic and right-wing extremists that have executed
attacks in the UK.
The below graphics (Figures 1 and 2) is comparing the backgrounds of extremists in the UK who
committed acts of terrorism- please note that the average age amongst these men is 21. Half of them
were committed to their extremist beliefs before the age of 20 years old.
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CYPRUS
According to the European Parliament, in 2015 there were logistic structures supporting ISIS in
Cyprus17, while in 2020, reports connected 17 people that reached Cyprus through the migration
channels to ISIS and other organisations18. However, Cyprus is considered a low-risk country in
terms of radicalisation and terrorism, and in the recent past has not encountered any problems in
this context. Different factors such as the instability in neighbouring countries like Syria and Libya,
but also Turkey, and the geographical proximity in war zones, have been considered in upgrading the
level of the terrorist threat.
At the same time, a rise of far-right parties linked to neo-Nazis was observed in Cyprus, especially after
disappointment over corruption, high rate of arrivals of undocumented migrants and a government
that has often adopted its own racist narrative19. Some people observe that there is a narrative pushed
by a leftist organisation (KISA) posing a radical behaviour pushing towards the other direction20.
Nationalism, racism and hate speech are often observed in Cyprus, both in mainstream media, social
media and physically. The media make use of hate speech frequently21, especially against migrants
and refugees. Social media is an enabling environment for hate speech, racism, and nationalism to
flourish.
LEGAL FRAMEWORK
Cyprus considers that terrorism should not be linked to any religion, nationality or ethnic group and
the fight against it should take place both in relation to its manifestations and root causes and with
respect for human rights and civil liberties.
The following laws in relation to radicalisation, terrorism and hate speech, are in place:
•

Combating of Terrorism and Victim Protection Law of 2019 (N.75(I)/2019)

•

Law No. 26(III) of 2004, which ratifies the additional Protocol to the Convention on cybercrime,
concerning the criminalisation of acts of a racist and xenophobic nature committed through
computer systems.

•

Law No. 134(I) of 2011 on the combat against certain forms of racism and xenophobia.

•

Criminal Code, Cap.154, Article 99A

17 European Parliament, https://www.europarl.europa.eu/doceo/document/E-8-2015-013285_EN.html
18 Politis newspaper, https://politis.com.cy/politis-news/kypros/ypes-17-tromokrates-toy-isis-kratoyntai-sti-menogeia/ , https://
greekcitytimes.com/2020/05/27/17-illegal-migrants-in-cyprus-are-isis-fighters/
19 Open Democracy, Nationalism meets racism in a divided Cyprus, June 2021, https://www.opendemocracy.net/en/can-europemake-it/nationalism-meets-racism-divided-cyprus/
20 Interview contacted with Cypriot Academic, primary research. Interviews
21 Democracy and human rights: Public discourses of hate speech in Cyprus: Awareness, Policies and Prevention, Julie A. Dilmaç,
Özker Kocadal and Orestis Tringides, FRIEDRICH-EBERT-STIFTUNG https://library.fes.de/pdf-files/bueros/zypern/17403.pdf See the
case of popular Greek singer Notis Sfakianakis
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Even though new laws have come into force, covering ethno-racial hatred and hate speech, the
Cypriot reality is shifting towards mainstreaming hate speech.
In Cyprus, the fight against terrorism and radicalisation is handled by the Cyprus Police. It is achieved
through collecting information, conducting analysis, design, and implementation of prevention
measures, managing a terrorist strike, and protecting sensitive targets.
For this reason, the police maintain a database containing data on terrorist organisations, persons
suspected of terrorism and terrorist attacks. Also, it sustains communication with police abroad,
analyses, processes, and exchanges information on terrorism through cryptographic systems with
the member countries of the Police Working Group on Combating Terrorism (P.W.G.T.), EUROPOL
(SIENA), INDERPOL, as well as with internal services.
The Cyprus Police in cooperation with other European Polices is taking increased security measures
grounded on the National Strategy on Terrorism adopted by the Council of Ministers in 2014.
•

The Strategy integrates the decisions of the Council of the EU by:

•

Increasing checks by patrolling and guarding the main critical infrastructures with weight on entry
points into the Republic and legal crossing points.

•

Training all members, carrying out passport checks, on terrorism and the detection of “foreign
fighters”.

•

Training M.M.A.D. members for the protection of important personalities.

•

Conducting training for members of non-Police Services such as officers of ministries involved,
members of the Department of Customs, Prisons, staff of private security companies, etc.

•

Strengthening protection measures at airports and ports, potential targets of foreign interests and
soft targets.

•

Contacting foreign agencies such as INTERPOL and EUROPOL as well as with foreign liaison
officers for cooperation and exchange of information.

According to the Cyprus Police website, the Counter-terrorism office of the Cyprus Police participates
in the following committees/organisations:
•

Working Party on Combatting Terrorism of the Council of the EU

•

Police Working Group on Combatting Terrorism (P.W.G.T.).

•

First Response Network of EUROPOL - FRN
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•

EUROPOL AWF Terrorism Detailed File

•

High Level Expert Meeting - (ΕUROPOL)

•

Check the Web (ΕUROPOL)

•

ΕΕΝeT (European Expert Network on Terrorism)

•

Radicalisation Awareness Network (RAN)

The Police Strategy Plan 2020 – 2022 has five goals22:
1.

Road Policy safety

2.

Combating terrorism and radicalisation

3.

Addressing common crime

4.

Addressing serious and organised crime

5.

Border policy and migration issues

Combating terrorism and radicalisation is one of the Cyprus Police’s strategic goals 2020-2022. Its
four actions aim to prevent, protect and respond.
1.

Information collection and analysis

-

Management of informants

Improvement and modernisation of research methods, collection, analysis, and exploitation of
information
-

Interconnection of all security services in the field of information exchange and exploitation

Strengthening cooperation both inside and outside Cyprus in terms of collecting, analysing,
and exchanging of information for the purpose of combating terrorism
2.

Design and implementation of prevention measures

-

Strengthening the protection of public spaces and other vulnerable areas

-

Tackling discrimination and racism

-

Reducing illegally trafficked weapons and ammunition

-

Combating terrorism with the use of modern technology

-

Development of risk assessment tools

Strengthening international cooperation in the fight against terrorism and in the prevention of
violent extremism
3.

Management of terrorist attacks

4.

Protection of public figures and soft targets

22 Cyprus Ministry of Justice, Police Strategy Plan 2020 – 2022, January 2020
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Goal 4: Addressing serious and organised crime covers cybercrime. In this context, the Cyprus
Police cooperates with the Paedagogic Institute, the Office of Electronic Communications & Postal
Regulations (OCECPR), the Legal Service, the Cyber-ethics, the Department of Technology, and
other offices. Also, the Help Line and the Hotline 1480 support individuals with advice and support
on topics related to safe, responsible and ethical use of the internet. In 2018, the Police examined
294 cases of child pornography, hacking, invitation to commit suicide, internet forgery etc. Hence, the
Cyprus Police carries out a number of actions to combat these crimes, including:
1.

Informing the public about the safe use of the internet

2.

Combating sexual exploitation of children online, recognition of victims, arrest of perpetrators

3.

Combating racism, xenophobia, and cyberbullying.

It was not possible for SYNTHESIS to locate and engage with radicalised individuals in Cyprus, and/
or parents of radicalised individuals. This may be caused due to the reluctance of individuals to come
forward, but mostly due to the limited known cases of youth radicalisation in Cyprus.
The following part has been developed based on in-depth interviews with a clinical psychologist,
Scientific Coordinator at PERSEAS - Addiction Counselling Centre for Adolescents and Families, two
Police Officers – (one of them a Social Intervention Officer) at the Cyprus Police, a, Cypriot Academic/
University Professor, and a Public Servant at the Cyprus Ombudsman.
RADICALISATION:
The interviewees know the term “radicalisation” and described it as a social phenomenon related to
social and/or religious aspects, disappointment, discrimination, migration, also linked to extremism
and terrorism.
The interviewees know the term “hate speech.” One interviewee described it as “something that
happens online or offline, it is expressing hatred towards somebody, encourages hate based on
origin, sex, religion....” According to the interviewee, “hate speech” is mostly online and accelerates
racism and/or radicalisation. It is a good means to recruit people to join certain groups.
All the interviewees believe that a radicalised person can be a threat to society and to democracy.
The interviewees think that certain ideologies can play an important role in radicalisation, for example
some that are motivated by religious beliefs or racism based on origin.
The government moderates and analyses, especially the online behavior of certain people mainly
through social media and physically.
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Cyprus cases:
Most of the interviewees did not know specific cases for violent radicalisation in Cyprus but mentioned
a case of bullying who was forced to consume alcohol and passed away. Radicalisation can also
happen within football teams or for national matters. Another interviewee mentioned the ELAM,
noting that the organisation may give grounds for radicalisation.
One interviewee noted that radicalisation can take place between 16 – 19 years old, while another
mentioned 18 - 30 years old.
The interviewees mentioned that schools do not allow hate speech.
The interviewees mentioned that the Ministry of Foreign Affairs and Ministry of Interior but mainly the
Cyprus Police are dealing with radicalisation, while they cooperate with social services and youth
organisations.
There are no known support mechanisms for grooming or radicalisation, for youth or family members.
One interviewee mentioned the organisation FONI that works against sexual abuse and exploitation
of children.
Radicalisation signs:
The interviewees mentioned that there must be an evaluation, for example if he/she is anti-social,
isolated but also other indicators. Also, radicalisation is evaluated through social media or other
platforms and that weaker people are easy targets.
The interviewees do not think that it is easy to locate youth who are at the risk of radicalisation. One
interviewee mentioned that the bishop Morfou exercises hate speech often through his statements,
for example against homosexuals. Another example is the political party ELAM, or KISA’s president
who exercises hate speech towards the other direction).
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FRANCE
The following part has been developed based on an in-depth interview with the “Chargé de mission
prévention de la radicalisation et de l’extrémisme violent” (P/CVE Coordinator - Preventing and
Countering Violent Extremism Coordinator) of the Municipality of Strasbourg, France.
LEGAL FRAMEWORK
The institutional definition adopted by the French public authorities in 2016, inspired by the works
of the French sociologist Farhad Khosrokhavar, portrays radicalisation as a gradual and evolutive
process which reunites the adherence to an extremist ideology or fanatic ideas with the legitimation
of violence, by this meaning recurring to violent acts or its apology. Khosrokhavar defines it as “a
process through which an individual or group adopts a violent form of action, directly linked to an
extremist ideology with political, social or religious content contesting the established order on the
political, social or cultural plan spheres23.
As for the Municipality of Strasbourg, the experts rely on the works of the Centre for Prevention of
Radicalisation Leading to Violence (CPRLV) of the City of Montréal, which see radicalisation as a
process that can lead to violence extremism, by this meaning the usage of violence in the name of a
political, social or religious ideology. This means that, in this definition, there is no consequential link
between holding radical ideologies and recurring to violence.
However, there is no juridical definition of radicalisation, which is an administrative category. What is
juridically defined, taking as a reference the penal code, instead is inciting to violence, and terrorism.
On the other hand, in France even “terrorism” is a controversial concept, since there is a subjective
element which is hard to define. Radicalisation, though, is often intended as the process leading
to terrorism, therefore these administrative and juridical concepts are linked. Two concrete cases
illustrate how in France the classification of an act as terrorism is essentially in the hands of public
prosecutors, reported below.
On 3rd October 2019, Mickaël Harpon attacked with a knife and killed three people in Paris Police
Headquarters. He was an IT technician of the Police and he killed three of his colleagues before
being shot. The attack has been immediately classified as terrorism since he was Muslim and was
apparently associated to a Salafist Mosque. Only later some raised the question around the terrorist
intent of the act, since apparently the reasons leading to the attack were sentimental and tied to his
disability: he was deaf and he believed this had been used against him, undermining his career.

23 https://www.cipdr.gouv.fr/wp-content/uploads/2021/01/Guide-ligue-Radicalisation-VF-1.pdf
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On 28th October 2019, Claude Sinké, an 84-year-old man, tried to set fire to the mosque in Bayonne,
a town in south-western France. While trying to escape, he also shot two persons attending the
mosque. His ideological motivation was clear, since he declared his anti-Muslim intent, and he was
politically active with the Front National (extreme right) party. In this case, the “terrorism” label has not
been employed, and the attack has been judged under general jurisdiction.
Comparing these cases, we can conclude that the term terrorism is not sufficient or well-employed
in France, since in it was used for the first attack only to raise questions around it later, while in the
second case it wasn’t even if the political substance was evident.

“Radicalisation is what will lead to violent extremism, therefore the usage of violence in the name
of an ideology. The choice to employ the term terrorism is a juridical matter, it is not necessarily an
issue for professionals working in prevention, who try to prevent violent acts or intentions, not limiting
themselves to acts qualified as terrorism.” P/CVE Coordinator - Municipality of Strasbourg
It must be nevertheless underlined that violence in this case is meant as violent acts, but also
its apology or incitement. Strasbourg’s policy officer therefore considers inciting to violence as a
form of violence and not a mere expression of one’s opinions. In this sense, at the Municipality of
Strasbourg officers do work as well on hate speech, despite not having formulated a precise position
on the matter in the past. The main question that is posed in this field is where to draw the line
between preventing radicalisation and fighting discriminations: hate speech clearly falls in the field of
radicalisation when leading to violent acts, but the distinction with discrimination in the case of violent
discourse is more blurred. Moreover, it must be remembered that the competence of State policy
officers regards uniquely violent radicalisation, since mere ideologies (non-violent radicalisation) are
not to be controlled and judged by the State.
What does it mean to be radicalised in France?
The usage of the term “radicalisation” in France is far from reaching a consensus also beyond its
juridical definition and is often considered stigmatising. A striking example is brought by Strasbourg
municipal services on matters of afterschool activities, where educators struggle to widen their
understanding of radicalisation further from the negative and securitarian definition that is commonly
imposed in France. In other words, many still consider radicalisation as the fight against jihadism,
and not as the promotion of positive values, and therefore have difficulties in proposing relevant
prevention programs.
In general, in France a radicalised person is represented as an almost irremediable danger
for society, and this highly affects the way both suspects and convicted radicalised people are
treated by society and by the judicial system. Concretely, it means that returns of foreign fighters
are extremely rare in France, and that de-radicalisation programs are underdeveloped, since
radicalised individuals are considered as unrecoverable. This mentality is reflected not only in the
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the field of radicalisation, but more generally in terms of crime: recidivism is extremely strong in
France due to the lack of support programmes and to the permanent stigma that is imposed on
people who were convicted and served a sentence in prison. In the case of radicalisation, however,
the stigma is even stronger.
“It is a matter of legality. Under the rule of law, you should not be punished twice for the same crime,
in theory when a person has served its sentence, s/he should be able to find a place in society again
- no matter if it concerned terrorism or common law.” P/CVE Coordinator - Municipality of Strasbourg
The point of view of frontline experts is harder to generalise, since the profile and experience of people
employed in prevention of violent radicalisation is extremely variable. According to Strasbourg’s Policy
Officer, some practitioners do not even have the impression to be confronted with radicalisation
and tend to underestimate the phenomenon, while others apprehended it over time and meaningful
experiences.
In France, the general image of radicalisation is strongly tied with “jihadism”, and this is also reflected
in the governmental approach to prevention. However, many professional express doubts about this
conceptualisation, since they consider it fundamental stigmatising since it gives the impression that
a negative judgement is being expressed towards Islam as a whole. Therefore, these professionals
prefer to consider all different forms of radicalisation, such as far-right, far-left, religious radicalisation
in general, identitarian radicalisation, masculinist radicalisation, environmental radicalisation, et
cetera. Including all these different forms, according to Strasbourg’s policy offers, facilitates the
understanding of all citizens around the dangers of radicalisation, having as concrete examples the
recent facts such as the Capitol attack in the United States.
One of the socio-political characteristics that strongly influence the understanding of radicalisation
in France is certainly the concept of “laïcité”. Considering themselves as part of a secular republic,
professionals have a very weak religious culture and therefore difficulties in understanding others’
faith. This leads to issues such as Islamophobia, which is also fuelled by widespread ignorance about
Islam in general and its relation to violence.

“There aren’t many people who really know what Salafism is. We talk a lot about the Muslim
Brotherhood without knowing their history, without knowing their different trends, without knowing
their ideology… and this can feed stereotypes but also Islamophobic behaviours.” P/CVE Coordinator
- Municipality of Strasbourg
French prevention policies and practices
In France, prevention policies are coordinated by the CIPDR - Comité Interministériel de Prévention
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de la Délinquance et de la Radicalisation (Interministerial Committee for
the Prevention of Crime and Radicalisation), that activates the network
of Prefectures, constituting then a ramification of State services (since
Prefectures represent deconcentrated central power and are not local
authorities). The Prefectures are then in relation with the municipalities
referring to them, therefore local authorities are not in direct contact
with the Committee but have a mediated relationship with it. This
differs from other States’ approaches where national resource centres
are established for the benefit of municipalities, who have a greater
responsibility and autonomy in terms of prevention policies.
As highlighted by the in-depth interview, the French state centralises many of the sectors that are
relevant to the work of preventing youth violent extremism. It is the case of the educational sector, in
which municipalities at the local level can only intervene in terms of afterschool activities. Municipal
services, on their side, are deeply affected by the way radicalisation is intended at the national
level: the discourse around this topic in France has been constructed as negative and securitarian,
turning prevention work into fighting against jihadism rather than promoting positive values. Due
to the generally negative understanding of the term, the Policy officer for radicalisation and violent
extremism is struggling to propose positive educational and psycho-social measures of general
prevention (development and autonomisation of children and youth, through the discovery of the
other, promotion of interculturality and development of critical thinking) that could benefit all youth in
their development and not merely the ones who are actively engaged in a process of radicalisation.
Certainly, the overall negative image of radicalisation is what makes professionals not to always
engage with great enthusiasm in prevention activities, but nevertheless, there are several virtuous
actions carried out with success, such as the testimony of Mourad Benchellali, the educational kit on
dealing with current events and conspiracy, and the Local Voices counter-discourse campaign.
Prevention of online radicalisation, on its side, still is a rather underdeveloped field, but already
tackled by some interesting and promising projects, such as the Web Walkers (Promeneurs du Net)
or the work of sociologist Hasna Hussein. It is for the moment a relatively little invested field, but that
apparently offers perspectives.
Adding up to the challenges faced by prevention of radicalisation at the local level in France, the
persons in charge are confronted with issues of competence and availability of time. In fact, this task
is mostly associated with urban development and/or crime and security, roles that already require a
strong engagement in terms of time and resources, therefore their implication on prevention of violent
radicalisation risks to remain limited to what is centrally proposed by the State. On their side, the
State’s proposals are not necessarily relevant to the local context and therefore might not be effective
since the particular needs of the potential beneficiaries are not taken into account. In addition to that,
since prevention work is limited either to the fields of urban development or crime and security, there
is no transversality in prevention strategy at the local level. This adds up to the inherent paradox of
prevention work: since radicalisation can be understood as a process that precedes the commission
of an unlawful act, it is particularly difficult to employ restrictive measures to prevent it
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The case of the Municipality of Strasbourg is particularly indicative of the way youth violent
radicalisation is tackled by the State, as an exception to the rule. The “Chargé de mission prévention de
la radicalisation et de l’extrémisme violent”, that can be translated in English with “P/CVE Coordinator
- Preventing and Countering Violent Extremism Coordinator” of the Municipality of Strasbourg is
one of the very few one of its kind in France. In Strasbourg, the engagement towards prevention of
radicalisation started in 2015, while the national demand for local authorities to engage in this field
dates to spring 2016, following the attacks which underlined the need to tackle radicalisation through
a multi-stakeholder and multi-level approach. However, the Municipality of Strasbourg proactively
produced local policies preceding the request from the State and basing itself on a strong partnership
with the Prefecture on matters of prevention and security, therefore acquiring a certain degree of
autonomy based on their local context. Another particularity of this Municipality is that it has its
own social services, mandated by the State to evaluate, and treat cases of radicalisation. However,
since the State wishes to restrict as much as possible the access to information around cases of
radicalisation, not even the municipal officer has the possibility to establish an open dialogue with the
social services.
Research questions
What constitutes signs for extremism and radicalisation, online and offline?
In the eyes of the law, and in terms of prevention of violent radicalisation, and more generally of
education, all French citizens can hold any opinion of belief. In this sense, Strasbourg’s municipal
officer believes the underlying intention of ideologies and movement should be the main concern, and
not the ideologies or movements themselves. Prevention work consists indeed in raising questions
around the end goal of the messages shared by websites, YouTube channels or other media. Some
political currents, for example, try presenting themselves as neutral and respectable while being
animated by militants with a background of violence. The effort to detect signs of extremism and
radicalisation, therefore, is associated with distinguishing the freedom of opinion and expression to
incitement to hatred and violence. However, in many cases inciting to violence is not manifest but
nevertheless well-rooted in a movement or ideology.

“I often say that the question we ask ourselves in terms of prevention of radicalisation is not to know
if this or that ideology is compatible with the values of the Republic, because this is a question I’m not
able to answer. Saying that Islam is not compatible with the Republic for me is an affirmation lacking
any sense. What are we talking about? About which current? Which stance? Which objectives?” P/
CVE Coordinator - Municipality of Strasbourg
As mentioned, at the local level in France prevention work is carried out in terms of primary and
secondary prevention, while the individual treatment of radicalised individuals is ensured by the
State. The main criterion in detecting radicalisation is the risk of committing violent acts, with these
meaning acts breaking the law. This leads Strasbourg’s policy officer to raise another question: what
leads individuals to use violence for political aims in a democratic society, where in theory you could
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express your grievances by legal means, including protests, votes, civil society actions, through the
press? What leads someone to choose to use violence to transform society? This is the only red line
that comes out from this reflection, without a precise list of criteria: the main sign for extremism and
radicalisation is seeking to use violence to transform society in a democratic context.
What signs indicate that a young person is being radicalised online and offline?
In France, as reported by Strasbourg’s policy officer, the tools for risk evaluation are not under use.
Therefore, the risk evaluation is either carried out in a subjective way by the different services and
persons in charge or done through methodologies that are not accessible at the local level. Globally,
risk evaluation is not systematic: there can be two convicted persons in two different centres that
are not evaluated through the same methodology. An investigation by the International Observatory
on Prisons notes that there is no evidence on how the detainees who are considered radicalised
are evaluated, and this impacts their whole path of detention and reintegration since the treatment
reserved to them is fundamentally different from other detainees: they are “terrorists” starting from
their trial.
However, detection mechanisms are in place at the local level, in parallel with the State services trying
to monitor supposedly radicalised individuals. In Strasbourg, an internal procedure of information
sharing, and alert has been put in place to signal risks of radicalisation. However, this is intended for
professionals to be able to discuss their impressions with their colleagues and better apprehend each
case of radicalisation rather than building up a database of potential signs indicating that a young
person is being radicalised. Strasbourg uses the “behaviour barometer” developed by the CPRMV,
which is more suited to the needs of front-line actors than the “propensity indicators” of the Ministry
of the Interior, which are much more difficult to handle. This tool should always be interpreted with all
the needed precautions (that are outlined in the document itself) and moreover, every P/CVE agent
is trained in the use of this barometer.
What are the common characteristics (potential vulnerabilities) on personal backgrounds as well as
on social online and offline environments of young people that are being radicalised?
According to Strasbourg’s policy officer, there is no specific ideology that represents a higher risk
of radicalisation than another one. Under the rule of law, respecting the freedom of expression and
conscience, one cannot judge the ideology but merely the right for what concerns the discourses and
acts of the individuals when they fall under the scope of the law.
In the interview “Syrie : au nom de ma fille” published by the channel Brut., the father of a young
French girl who joined ISIS in 2015 reflects on her life journey and the reasons that led her to leave
France for Iraq. However, five years later the father is still unable to identify precise reasons or facts
that could contribute to his daughter’s radicalisation. Like many French people, he was convinced that
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ISIS foreign fighters could only come from a specific neighbourhood, holding a specific background,
which was very far from the case of his daughter.
Similarly, the only common characteristic Strasbourg’s municipal officer could name when describing
people being radicalised, among the extreme heterogeneity of the cases he is informed about, is
being young. In France, the most concerned age range is believed to be between 15 and 25 years
old, more specifically between 18 and 25, also depending on the type of radicalisation. In 2019, the
national plan to prevent radicalisation was updated since the State wanted to strengthen prevention
measures targeting youth aged up to 11-12 years old. This is because it became evident that if
radicalisation becomes visible at around the age of 15- to 17-year-old, it builds up even long before
adolescence. Another sign in common between cases of radicalised young people is indeed a
particularly troubled life journey, childhood issues and negative experiences. This change has been
inspired by the case of the terrorist attack in Strasbourg, which raised awareness about the need
to distinguish the moment of the passage to the act and the moment where the vulnerabilities and
fragilities are developed, which can be much earlier.
On 11th December 2018, Chérif Chekatt opened fire at the Christmas market in Strasbourg, killing
three people. He was 29 years old, an adult, but when the State services studied his life journey, they
became aware of the high number of vulnerabilities he had accumulated since his childhood, when
he was 6 or 8. He was confronted very early with immense social difficulties, he was socialised to
violence very early and he had a background of criminal recidivism.

“He was an ultra-violent individual wearing ideology as make-up, while the drive of acts was not
ideology, it was violence itself.” P/CVE Coordinator - Municipality of Strasbourg
This case raised many questions at the local level in Strasbourg, first of all around the representation
of radicalisation professionals. The policy officer himself noticed that before the attack they tended to
overestimate the importance of ideology in the radicalisation process, and they became aware that
there is no radicalisation path that resembles another. The elements in common are a mix of ideology
and violence, but with different proportions every time: there can be cases where there is a strong
ideology but almost no violence, others when these two elements are balanced and others where
violence is predominant, and ideology is just a pretext.
One of the cases we worked on concerned a young person from Strasbourg wanting to leave for
Syria. He was living in Strasbourg at his aunt’s place since his parents were divorced. His father was
Algerian, and he went back to live in the country, while his mother was living in another town 100 km
away and was sending him pocket money. In short, this kid was left on his own, and he engaged in
an online radicalisation process: he made some bad encounters in the social media, he fell in love
with a girl, and he built up the idea to leave for Syria with the friends he made online. I don’t know
if I would use the term radicalisation in his case since it was not at the cognitive level, he was not
directly engaged with the jihadist ideology, but we are sure that if he had left for Syria, there would
have been no return. He was followed by the Prefecture from a whole network of professionals, and
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he became an example of successful reintegration, also because there was no passage to the violent
act, even if he was about to leave for a war zone. He benefited from a multidisciplinary support for
many months, he went back to study and obtained his diploma, continuing his studies with success.
This for us is a demonstration that we can have successful disengagement and reintegration.
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GREECE
CLUB Unesco conducted the following interviews with the selected target group members. The
interview questions were sent by email to all parties since this was the mode requested by them to
be interviewed. They were approached by CLUB Unesco from a 3rd party; thus, their names remain
unknown to us (relates to TG1).
Interviews:
Target group 1:
Interview from Mr. X, 23-year-old male, recruited by Golden Dawn at 16 years of age. Citizen
of central Athens. Mr. X wishes to remain anonymous.
Interview with Mrs. X, a 49-year-old female member of Golden Dawn group. Citizen of Athens.
The subject wishes to remain anonymous.
Target group 2:
Police officer who wishes to remain anonymous and who has answered the online Greek
questionnaires for the officials.
-

School principal with 20 years of experience.

Analysis of interviews:
Target group 1
Both are members of the Golden Dawn far right group.
1)
Ioanna (49, housewife), a Greek orthodox Athenian citizen who considers religion a very big
part of her life. She has finished primary school and lives in Athens with her husband and her two
sons. She regularly participates in Golden Dawn’s activities (Score 8/10) and does not feel involved
in Greek society. She spends about six hours per day on social media and sometimes engages in
online discussions. She listed two fora she is heavily involved in and visits daily. She feels connected
to the online community (7/10).
Related to how she feels about other groups, she states that she has neutral feelings about them but
hates those who brought illegal immigrants to Greece. She has positive feelings about the police and
is disappointed about the government since they jailed their group leader and was labelled a criminal
organisation.
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Intentions: She feels close to political movement groups and religious groups and would fight, donate
money, and support any organisation, even violent ones, if she believes in them. She supports Golden
Dawn because they fought against illegal immigration and made the neighbourhoods safe, according
to her. She feels excluded from the society since Golden Dawn was labelled a terrorist organisation.
Exposure: She has been exposed and witnessed violent behaviour which she endorses. She was
approached and engaged in conversation for a long time and exchanged views online. Her son was
also approached and asked to take actions against the illegal immigrants, which she refers to as
national and racial enemies. She did not report the approach and recruitment (at age 40) as she feels
this is an act of defence. She knows her recruiter and describes him as a white male, 45 years of
age, Greek, religious and being in the military service. The recruitment took place face to face and
her daily routine changed as she became more active in “Fighting the threat of illegal immigrants that
came here and ruined our lives and our streets”.
Other: She states that before the illegal immigrants came, she would leave her house open. Her
street was a quiet one with working families. Now they are afraid to walk on the street after 6pm and
it is dangerous. She states attacks, robberies, drug trafficking. During the Golden Dawn patrols, the
street was much safer with no drug dealers. Since she cannot afford to move somewhere else, she
believes that a huge difference exists since the patrols ended.
2. George (23, HEI student): George is single, living in Athens with his family, currently working as
a waiter and attending university. He has served in the military, Air force and considers himself a
Greek Orthodox, with religion being a very important part of his life (9/10). His parents are Greek with
highest educational level primary school.
Political beliefs: He is an active member of Golden Dawn (10/10) and does not feel involved in the
Greek society since Golden Dawn was labelled a terrorist organisation.
Social bonds: He goes to the gym and meets other people every day, he has an online Facebook
presence and use chatrooms and interacts with others every day. He feels connected to his online
community (8/10).
Attitudes: He feels connected to other members of his society and religious community and is neutral
about other religious groups. He states that he hates left political parties because they invited and
welcomed illegal immigrants to Greece and feels that members of his religious group are sometimes
discriminated against. He has positive feelings about the police which he considers protect us from
groups such as Pakistani and Bangladeshi. Related to the Government he states that the immigration
policy can be seen as lacking control and cannot handle the immigration situation. This, he thinks, is
a low priority for the government.
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Intentions: He feels close to political movement groups, religious and ethnic groups as well as sports
groups. He would join, donate money, volunteer and support (even if violent) the Golden Dawn group
as they provide a solution to the illegal immigration in Greece. Since they were labelled a terrorist
organisation, he feels isolated. He is not satisfied with his personal life (3/5) because he cannot
accept the illegal immigrants on the streets. He blames Greek employers who employ them and do
not adhere to the strict employment rules (undocumented workers, no social security and employer’s
fees etc.)
Exposure: He has been exposed to radical and extremist content, online and offline and also when
he was recruited by Golden Dawn. He has witnessed hate speech online and offline and during his
recruitment he was approached by one member, and they had long discussions on political, racial
and religious views. He did not report this (16 years of age at the time) and his recruiter was a Greek,
white male 30 years old. He was Christian Orthodox, and the recruitment took place face to face. He
did not notice any changes, but he became an active member of the organisation and started to fight
(took actions) against illegal immigrants.
Other: His mission was to “Clean” the streets from crime. He was organised in small groups and
patrolled the neighbourhood. This was a success according to him. The drug dealers left, and his
family members could walk freely again (he states his grandmother and mother). Since the Golden
Dawn was labelled a terrorist organisation, the crime has returned.
Target group 2
Police officer, Greek, anonymous: the following answers where given:
Age group: 41-50
Aware of the term youth violent radicalisation and that it can lead to violence. Aware of the term hate
speech both online and offline. He believes that a radicalised person is a threat to society and that
front line professionals do not consider violent radicalisation a threat to democracy. He considers the
far left are a potential radicalisation threat and that the government / other professionals can determine
if a person is potentially radicalised. He is aware that violent incidents have taken place in the last 5
years but not how many have been led to justice. He is not aware of the average age of radicalised
youth. He believes that recruitment is mostly happening online and through Facebook groups. There
is a dedicated department within the police force that is responsible for violent radicalisation and that
there is a legal framework in place to counteract such groups and behaviour. He is not aware if there
is a synergy and cooperation between groups or organisations but there are mechanisms in place
to identify early signs of violent radicalisation. He stated that it is quite easy to identify youth who are
at risk of violent radicalisation (7/10) but he is not aware if there are support structures in place for
radicalised youth. He states that there is an antiterrorism policy in Greece but cannot provide more
information (classified), like the anti-extremism policy.
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Related to the question: if civil society deals with youth violent radicalisation, he states that in general
society does not exclude easily. Related to how youth violent radicalisation/extremism is assessed:
he states that both right- and left-wing groups are equally dangerous. He believes that front line
professionals have the knowledge and understanding to assess if a radicalised person will resort
to violence. He is aware of violent youth radicalised cases and youth that have been arrested or
convicted.
School Principal, (58, Greek): No name is stated. A Greek citizen with 20 years of experience as a
school educator.
Knowledge of object: Familiarity with the term violent radicalisation, he states: young people who are
often led to radicalisation by extremist propaganda or recruiters usually come from lower social levels
and are dissatisfied with the social establishment, hence easier to manipulate due to their need to
belong to a group. They often receive financial compensation for their actions. This is also conclusive
from the research conducted in Greece.
Related to how radicalisation can lead to violence and extremism: he states that radicalisation is
defined as the process of adopting an extremist value system and the intention to use, support or
facilitate violence and fear as methods to bring about changes in society. The acceptance of the
necessity for violent enforcement of their perceptions in the rest of society through the use of force or
the punishment of “others” for their different actions and beliefs are the last stages of the process of
radicalisation that led to violence. On the question related to the term hate speech, he states that he is
aware of it and that terrorist groups and extremists are taking advantage of the technological advances
to find new ways to approach dissatisfied young people, taking advantage of social networking sites,
online videos, and radical online chat sites. They spread their propaganda on a larger scale, faster
and more efficiently.
Related to the section: radicalisation as a threat to society he states that a radical youth can be
considered a threat since they can act in unpredictable ways. Attacks organised even in isolation do
not only cause loss of life and economic damage; They can cultivate the seeds of discord among
communities in Greece, leading to increasingly reactionary and extremist views in other parts of
society. This phenomenon contributes to the creation of a nursery of extremism, perpetuating a vicious
cycle of radicalisation, aggression, and violent reactions. He also believes that front line professionals
consider violent radicalisation a threat to democracy. Related to the question if ideologies or ideas
form a potential radicalisation threat: he states the phenomenon of radicalisation in Greece occurs
in four different forms: Extreme right, extreme left, Islamist radicalisation and football hooliganism.
Terrorism inspires a wide range of ideologies, nationalist, and separatist ideologies, those inspired
by Al Qaida, as well as violent left, anarchist and right-wing ideologies. The government criteria
he believes are: Age, social class, ideologies, political beliefs, religious beliefs, economic situation,
educational level, etc.
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Country specific information: He is aware that there have been incidents in Greece and that a
few have been brought to justice. Related to the average age, he states that individuals are more
impressionable during adolescence and early years of adulthood; Many of the values and behaviours
they develop at this stage retain them for a significant part of their lives. Extremist propaganda puts
teenagers and young adults more at risk.
The question on what the approach is to online and offline hate speech in schools, he replies that
radicalisation can evolve individually or within a group, in places of daily gathering such as gymnasiums,
refugee reception centres, but also through the Internet and online. Radicalisation promoters benefit
from technology using tools to spread their hate-inspired messages more effectively. Moreover,
today’s Internet users can access extremist material from their private homes. Radicalised individuals
can easily communicate with people at risk of being radicalised.
He states that there is a counter terrorism agency in Greece and related laws to deal with these
issues. Related to mechanism or cooperation between organisations, he states that Greece is geared
towards drawing up a national strategy to prevent radicalisation. The strategy implemented shall be
based on horizontal and vertical cooperation between stakeholders from local to international level.
Effective prevention will occur when the participation of non-governmental organisations, frontline
workers, security services and experts in the sector is achieved.
Related to the question: mechanisms for early detection: he states that Statistical data and appropriate
indicators are used as tools for monitoring the extreme right and religiously motivated radicalisation.
The European Commission supports the country’s efforts to prevent and combat violent extremism.
In 2011, the Commission established the RAN awareness-raising network, which links more than 700
experts and professionals from all over Europe. RAN gathers expertise and facilitates the exchange
of ideas on issues ranging from the assignment of responsibilities to local bodies to the organisation
of international conferences, bringing together expertise at all levels.
He states that it is quite easy to identify those at risk of violent radicalisation (7/10) and that there
exist some support mechanisms, namely: some non-governmental organisations. Efforts are being
made by the state to prevent extremists from violence to reintegrate into society of people who have a
radical attitude. Each of these individuals has its own motives and logic, so the exit programmes must
be tailored to individual needs. Exit strategies are generally based on individual guidance consisting
of psychological support and counselling. This guidance is combined with social and financial support
to facilitate reintegration.
Related to the country specific question for support to individuals and their families, he states that
support exists to some extent. Cooperation with families needs to be strengthened by helping
them to understand and question the radicalisation of their relatives or, if possible, to prevent it.
Counselling, open telephone lines and local support networks can provide significant support in
difficult circumstances. Efforts to promote exit strategies from radicalisation should be based on crosssectoral cooperation between competent authorities such as police, prison and judicial surveillance
services, social service providers, schools, etc.
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Related to the question if an anti-terrorism policy exists in Greece: he states that yes, but it is
necessary to train professionals to prevent radicalisation. First-line workers, mainly social workers,
educators, health workers, police officers, prison and judicial surveillance staff are often the most
qualified to identify those who are in the process of radicalisation. He continues to state that there
is a relevant policy and that: Terrorism and violent extremist actions are not exclusive to centralised
and hierarchical organisations. The threat includes smaller groups, nuclei, and individuals acting in a
more unobstructed and unpredictable way. They plan attacks with limited or even no instructions from
an organisation, making prevention even more difficult.
Related to the question how civil society deals with youth violent radicalisation, he states: Traditional
law enforcement techniques are not sufficient to address the evolving trends of radicalisation, and
a broader approach is needed to prevent and address radicalisation. The whole of society must be
involved in this broader approach.
Related to how radicalised youth are assessed, he states socio-economic conditions.
He states that front line professionals do not always adequately understand the radicalisation process
or how they could respond to it. They therefore need training to be able to recognise and interpret the
signs of radicalisation, and to judge for themselves whether or not possible intervention is appropriate.
He is aware of youth violent radicalisation cases and youth that have been convicted or arrested.
Related to the indicators: He states that any indicators should contribute to preventing and tackling
radicalisation.
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BELGIUM
Radicalisation is a process by which people increasingly adopt more extreme attitudes and behaviours
that might involve approval of the use of violence by others or displaying this violence themselves
to stimulate fear in the general population in an attempt to instigate changes in society (van Eerten,
Doosje, Konijn, Graaf, Goede, 2017).
In general terms, there are three types of radicalisation or extremism observed in Belgium; Islamic
extremism, left-wing extremism and right-wing extremism.
Even though public opinion has only focused on extremism within Islam in recent years, only a minority
of Muslims adhere to this kind of extremism. An even smaller group is militant and only a few accept
to use violence as part of their profession of faith.
Islamic radicalisation and extremism in Belgium encompass various manifestations. Salafism,
whether violent or not, is the most active and popular movement. Salafism is very heterogeneous and
includes diverse visions. Being next to Salafism, other strands of Islamic extremism are also strongly
present in Belgium. Movements such as the Muslim Brotherhood and Milli Görüs also see an Islamic
state as the goal, but use opposite formulated (usually nonviolent) strategies, including strategies
aimed at infiltrating and taking over political power. The main threat from the jihadist angle in Belgium
is currently threefold. The first threat emanates from Homegrown Terrorist Fighters (HTFs), i.e.,
individuals who, unlike the Foreign Terrorist Fighters (FTFs), did not travel to Syria and Iraq. These
jihadists are connected via separate networks, being part of a wider extremist milieu, or act alone. A
second threat may stem from the return of Syrian fighters to Europe. The third challenge is linked to
the release of those convicted of terrorism from prison.
The issue of radicalisation made the biggest headlines in Belgium in 2012 when young people from
Flemish cities and municipalities started to go to Syria and Iraq to fight alongside extremist groups
such as Islamic State (IS). More than 400 people left Belgium for the war zones (Renards, Coolsaet,
2018). Belgium has the highest number of foreign terrorist fighters in Syria and Iraq considering its
population size. The highest number of people joining the terrorist groups in Syria and Iraq are the
cities and municipalities on the Antwerp-Brussels axis (De Waele, 2018).
Sharia4Belgium is Belgium’s popular Islamist group that was convicted of radicalizing, recruiting,
and facilitating travel for a number of foreign fighters from Belgium. Sharia4Belgium—which officially
disbanded in 2012—aspired to institute sharia (Islamic law) in Belgium. The group was headed by
notorious Islamist Fouad Belkacem, known to have made extreme and violent statements, including
advocating the death penalty for homosexuals.
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As for left-wing extremism, the threat currently posed by this group is limited. The illegal activities
carried out by such groups have been identified as spraying graffiti, damaging corporate and
government buildings, attempted arson with material damage to vehicles, office buildings and
construction site materials. Protest movements that focus on more general struggle themes such as
anti-militarism, animal rights, the environment, support for undocumented migrants are not followed
up by the service as such.
Within right-wing extremism, the Flemish Security of the State follows three phenomena:
•

Anti-asylum, anti-migration and anti-Islam activism

•

Popular nationalist action groups

•

Potentially violent neo-Nazi and skinhead movements

The asylum crisis of 2015-2016, the wave of terrorist attacks and the often-polarized migration debate
have fuelled the anti-migration and anti-Islam discourse and made it just about the most important
theme within the extreme right-wing milieu in Belgium.
In parallel with anti-migration and anti-Islam activism, we have seen the emergence of a new
phenomenon in recent years: identitarian or popular nationalist activist groups. They defend their
own ‘identity’ against what they call ‘the advancing Islamisation’ or the ‘progressing globalization’. It
often concerns relatively small groups that launch striking media campaigns.
The right-wing extremist skinhead movement in Belgium has become a relatively marginal phenomenon
in recent years. The hard core consists of at most a few dozen skinheads.
The police services follow 2,480 people in the right-wing extremist environment. It concerns people
who have already turned up with one or more of the twelve extreme right groups that the police are
following. By comparison, the police also track 1,315 people of extreme left who are linked to nine
groups. This ranges from the well-known Schild & Vrienden, the recent extreme right ‘templar group’
Knights of Flanders, a Belgian branch of the pan-European extreme right movement Squadra Europa
to a Facebook group such as the Flemish Legion.
The most well-known Flemish neo-Nazi group is BBET (Blood, Soil, Honour and Loyalty). Created in
2004, the group rose to public prominence in September 2006, after 17 members, including 11 soldiers,
were arrested under the December 2003 anti-terrorist laws and laws against racism, anti-semitism
and negationism. According to the prosecutor, the suspects were preparing terrorist attacks in order
to “destabilise” Belgium. Led by Thomas Boutens, the group trained itself in military foundations. It
also trained in interrogation and counter-interrogation techniques, as well as in becoming clandestine.
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The group was engaged in arms dealing, and one of the suspects worked in the Kleine Brogel
military base where United States nuclear weapons are stocked. Thomas Boutens was developing
international links, in particular with the Dutch far right movement National Alliance (NA).
The greatest risk within right-wing extremism, according to experts, consists of so-called ‘lone actors’.
“The fact that they do not belong to a certain group does not mean that they live in a vacuum. Most
perpetrators were very active on various internet platforms of right-wing extremists and/or found their
inspiration there,” said Federal Minister of the Interior Pieter De Crem.
A common database of ‘Potentially Violent Extremists’ (PGE) was created in 2016 to share data
between services to detect terrorism and extremism more effectively. There are 19 right-wing
extremists that are on a list of 90 PGE of the counter-terrorist body OCAD. Another 29 right-wing
extremists are on another OCAD list with 82 the label of ‘hate propagandists’. Meanwhile there are 13
left-wing extremists and a majority of 645 jihadists in the OCAD lists. Yet the thousands of right-wing
extremists who are not on the OCAD lists are not without danger. A confidential OCAD note from
February last year, which paints a general picture of right-wing extremism in Belgium, warns of the
great similarities between radicalisation among the extreme right and that among Islamic jihadists,
which has already led to serious attacks. With similar psychological motives, the us-them feeling and
social events that incite them to violence.
Both right-wing extremist and jihadist propaganda targets individuals - lone actors - who then
radicalise themselves and act. In the case of the extreme right, this mainly happens in Belgium via
encrypted software such as Discord or internet forums such as 4chan and 8chan. But many rightwing extremists also simply post their messages on mainstream social media such as Facebook,
Instagram, and Twitter, and through more ‘permissive’ channels such as Vkontakte or Telegram for
their discourse.
The most recent right-wing extremist incident that made headlines in Belgium was the fugitive soldier
Jürgen Conings, a heavily armed far-right militant who had been on the run for weeks after threatening
to kill health experts and politicians until he was found dead. Tens of thousands rallied online to back
him, with the Facebook group “I love Jürgen Conings” gathering up to 50,000 members before being
taken down. Fans gathered for marches, holding banners such as “Jürgen’s life matters” and “As 1
behind Jürgen.”
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OVERALL COMPARATIVE TRENDS
WHAT CONSTITUTE SIGNS FOR EXTREMISM AND RADICALISATION, ONLINE
AND OFFLINE (DRIVERS FOR EXTREMISM AND RADICALISATION)?

THE UK
The phenomenon of radicalisation is occurring mainly in young age groups from adolescence
to the age of 24 approximately. Organisations systematically target the weaknesses of young
people. Organisations focus on people predominantly isolated and marginalized by society.
A report by the US Department of Homeland Security found evidence that at least 23 of the 42
international groups designated by the US Department of State as Foreign Terrorist Organisations
utilize school-age youth (ages 15–22 years) in some capacity. While it is difficult to distinguish
between youth who become radicalised through terrorist recruitment efforts and youth who
themselves seek out such groups—through self-recruitment and self-radicalisation, in which the
internet often plays a key role—it is suggested that terrorist groups offer a sense of identity, belonging,
and adventure that may appeal to youth with vulnerabilities related to these factors (US Department
of Homeland Security, 2017). Academics have long used historical and psychological analysis
to explain the process of radicalisation. Some use linear approaches, while others shift focus to
the isolation of vulnerable groups to radicalisation. These models offer valuable insight into how
radicalisation as a broader concept operates, and consequently, how we can mitigate its growth.
The Association of Chief Police Officers (ACPO) model is the most widely used model
of radicalisation in the United Kingdom. Designed after the 2007 London bombings, the
model seeks to identify who is joining terrorist pods, and what is most the effective route for
deterring their escalation. The below graphic demonstrates these principles, which define
characteristics on the left, and their corresponding law-enforcement reaction on the right.
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This model emphasises the multi-phased approach to radicalisation that is a central theme of its
study. Seeing as the pool of potential inductees lessens as you move up the pyramid, it offers a
way to link the phases and the appropriate step to stop it, at least within the legalities of the United
Kingdom. Some proposed weaknesses of this model include the lack of agency from the radicalising
pod, and the missing links between what could be considered drastic changes in level. It fails to
incorporate the steps that the recruiting entities are taking to push potential newcomers up the ladder,
such as when/how they are reaching out and when or how they introduce their ideologies.
The strengths of this model, namely its clear demarcation between levels and their corresponding
actions. When placed in the context of social media, this becomes increasingly useful. Social media
offers hard numbers and data where reality has blurred edges; meaning that it’s easy to see what
people are following, interacting with, and being perceived as with the data that is given from follower
counts and general views. Extremist groups monopolize this information and use its publicity to
systematically target those with substantially low interaction statistics- the ‘loners’ of the virtual world.
Additionally, these hard numbers encourage direct comparison in a way that is discouraged in the
real world- simply put: it is easy to keep track of people’s social standings from the number of likes,
retweets, and shares they receive. When paired with the Prevention Pyramid Model, it means a clear
and easily digested plan of action. You can tell when someone is ‘moving towards extremism’ based
on the accounts they follow and the content they share- and the most effective part is that it’s all
documented in cyberspace.
Another popular model, with a substantially more international outlook, is Marc Sageman’s four-stage
process of radicalisation. Based on the idea that radicalisation is not linear, but rather “four recurrent
phases” (UK GOV, 2009) Sageman makes it clear that we should think of radicalisation as four prongs,
rather than steps. These pillars include: a sense of ‘moral outrage’, a specific interpretation of the
world, resonance with personal experiences, and mobilisation through networks. Sageman argues
that it is the presence and blending of these four ingredients that creates a radicalised mindset. When
considering our research questions of how radicalisation occurs and how people are selected, this
model creates much more opportunity for open interpretations, and backtracking in the process.
Sageman’s process allows for a more case-specific approach as each prong is applicable to more
than just Islamic radicalisation. Both left- and right-wing radicalisation can be identified under these
same processes, and while social media makes it difficult to see some of the prongs - ex, specific
interpretation of the world- you can see some very well documented, such as mobilisation through
networks.
Additionally, four cultural factors are playing an important role as we focus on the concept of youth
and the radicalisation process. The four cultural factors are located in the following social structures,
family, school/educational settings, peer group and the local community.
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•

Family is within the context of parental belief systems that ways of discursive interaction are first
learned by the child that help influence the development of the child’s cognitive tools.

•

The various social structures either embodied in schools’ systems or educational traditions can
have a profound impact on developing youth and the emergence of their cognitive abilities.

•

An individual’s peer group constitutes another critical domain of social experience within a
specific cultural context that will subsequently influence the individual’s life trajectory. Within peer
relationships, youth begin to gain knowledge directly on matters of concern to them, for example,
on how to assess risk, as well as engaging youthful perceptions on how to deal with those risks.

•

And last, a cultural community in which an individual shares a range of characteristics that may
include ethnicity, religion, and class, serves to situate the person within a broader society and
more clearly define and establish a group identity. A cultural community contains versions of
history and traditions established through community narratives that the individual may draw on
to help the person locate him or herself within the local sociocultural matrix of relationships and
construct a personal and social identity. It also offers another way for individuals to belong to
their specific cultural environments. In this sense, understanding how an individual is embedded
in a cultural community, whether that community is socially defined by religion, ethnicity, class,
provides insight into the person’s broader conception of available rights, duties, and obligations
that may influence life choices (William A. Constanza, 2015).

In a similar context, push factors and pull factors can also play a role in radicalisation. Push factors
refer to the environmental, contextual, or familial factors that lead youth to seek out radicalised groups.
Push factors might include:
• Ongoing exposure to conflict and community violence
• Isolation from the rest of the society
• Perceived discrimination including unemployment, poverty, etc.
• Identity crisis
• Influences from radicalised peers
• Quest of significance
• Political grievance or a moral justification in the face of injustice.
And pull factors towards a radicalised group might include:
• A sense of belonging
• Self-efficacy and the ability to effect change
• Mentorships or a sense of “brotherhood”
• Meaningfulness, protection, and security
• The desire to be a part of the radical milieu.
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Although in some scenarios these pull factors may reflect healthy adolescent development, in the
context of radicalised groups, these factors are detached from pro-social values (Siegel et al, 2019)
There are various pull factors that draw individuals into a path of violent radicalisation, such as attaining
reputation and acknowledgement, seeking a sense of belonging and the promise of adventure
(Kharroub, 2015). However, this appeal may be to individuals who are within socio-economic
conditions. In the UK, the “Prevent Strategy ‘’ states that the ideologies that people may hear about
are based on “historic texts and extensive contemporary literature, including what purports to be
rigorous thinking about key texts from the recent and even distant past”. It also states that the ideology
used within violent radicalisation is key as it determines people’s engagement within terrorism-related
activity as it is more likely to be accepted and people would be more willing and motivated to take part
(Secretary of State for the Home Department 2011; Gavrielides & Sandiago, 2018).
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CYPRUS
Drivers of radicalisation are usually complex, multifaceted and can pertain to various political, social,
economic, religious, and other factors that might engender conditions in which terrorist organisations
could engage in recruitment and win support24. “Push factors” refer to those factors that are structural
within society, whilst “pull factors” are psychological ones that can render an individual more
susceptible to undertaking violent extremist behaviour25.
Violent extremism can be best conceptualised as a kaleidoscope of factors that create an infinite
number of individual combinations: (1) individual socio-psychological factors; (2) social factors; (3)
political factors; (4) ideological and religious dimensions; (5) the role of culture and identity issues;
(6) trauma and other trigger mechanisms; and three other factors that are a motor for radicalisation:
(7) group dynamics; (8) radicalisers/groomers; and (9) the role of social media. It is the combined
interplay of some of these factors that causes violent extremism26.
Studies suggest that violent extremism and radicalisation have many causes and cannot be foreseen
by only one factor. The causes of radicalisation are complicated, and they are not only related to
personal ideologies and attributes, but also to the environment the individual lives in. Different types
of individuals experience different paths. Radicalisation is often correlated with political, historical
and social situations, for example political settings, racism, discrimination, injustice, corruption and
state weakness. Poverty and/or unemployment can play a part in radicalisation and extremism, but
we cannot claim that they, alone, can cause radicalisation; nevertheless, radical groups can form
when these characteristics come together.
Related to social and cultural factors, the strongest are the ones linked to identity, including religion
and ethnicity. These factors can be important in inspiring, legitimising and maintaining participation
in violent extremist groups, although, again, they are not adequate.
The following figure depicts a simplistic approach to the factors that are necessary but not sufficient
for individuals to join an extremist group or movement.

24 OSCE. (2012). Consolidated framework in the fight against terrorism. Permanent Council Decision No. 1063, PC.DEC/1063. http://
www.osce.org/pc/98008.
25 Nanes, Matthew and Bryony Lau (2018). “ Surveys and Countering Violent Extremism: A Practitioner Guide.” The Asia Foundation
and Australian Government Department of Foreign Affairs and Trade.
26 Ranstrop, M. (2016). The root causes of violent extremism. RAN Issue Paper 1–5. Radicalisation Awareness Network (RAN).
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Theoretical model of drivers of violent extremism27

Accordingly, there are two main groups of drivers:
•

Push factors: They are the favourable conditions to radicalisation and violent extremism and
can be related to social situations including marginalisation and discrimination, social exclusion,
polarisation, human rights violations, corruption, conflicts, etc.

•

Pull factors: They cover the sphere of an individual’s motivations, ideas and grievances that
may transform into violent extremist action. These can include oppression, misuse of beliefs,
political ideologies and ethnic and cultural differences, a sense of belonging to a cause, a sense
of excitement and adventure, social network etc.

The radicalisation mechanisms are a product of interplay between push- and pull-factors within
individuals. It is important to recognise that there are different degrees and speeds of radicalisation .
•

Push factors and pull factors can also play a role in radicalisation. Push factors may include:

•

Exposure to conflict and community violence

•

Isolation

•

Discrimination including unemployment, poverty, etc.

•

Identity crisis

•

Influence from radicalised peers

•

Quest of significance

•

Political grievances or moral justification in the face of injustice.

27 Harriet Allan Andrew Glazzard Sasha Jesperson Sneha Reddy-Tumu Emily Winterbotham (2015), Drivers of Violent Extremism:
Hypotheses and Literature Review
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Pull factors may include:
•

A sense of belonging

•

Self-efficacy and the ability to effect change

•

Mentorships or a sense of “brotherhood”

•

Meaningfulness, protection, and security

•

The desire to be a part of the radical milieu.

Although in some scenarios these pull factors may reflect healthy adolescent development, in the
context of radicalised groups, these factors are detached from pro-social values (Siegel et al, 2019).
Therefore, we can conclude that the drivers of radicalisation and violent extremism are, but not limited
to, the following :
•

Politics at regional and/or international levels, including poor governance

•

Discrimination and disparity/ inequality, marginalisation

•

Injustice, mistreatment, corruption, human rights, and rule of law violations

•

Rejection of the political system

•

Rejection of diversity in the society

•

Weak state and absence of security

•

Lack of socio-economic opportunities

•

Prolonged and unresolved conflicts

•

Radicalisation in prisons30.

28 Ranstrop, M. (2016). The root causes of violent extremism. RAN Issue Paper 1–5. Radicalisation Awareness Network (RAN).
29 PREVENTING VIOLENT EXTREMISM THROUGH PROMOTING INCLUSIVE DEVELOPMENT, TOLERANCE AND RESPECT FOR
DIVERSITY United Nations Development Programme A development response to addressing radicalisation and violent
extremism, 2016
30 UNODC, Counter-Terrorism, Module 2: Conditions Conducive to Spread of Terrorism, 2018, https://www.unodc.org/e4j/en/
terrorism/module-2/key-issues/drivers-of-violent-extremism.html
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FRANCE
Before starting listing some of the signs detected in literature it seems very important to outline the
‘recruitment areas’ in which potential members are often approached (Bigo et al. 2014). In many
ways, recruitment in clandestine organisations does not differ from recruitment into ordinary ones.
From an organisational perspective, recruitment is never a static process and, as in logics of regular
employment, is driven by identified needs and expectations. Over the past decade, mosques and
prisons have very often been pinpointed as the riskiest places for recruitment, especially in the
proximity of charismatic religious leaders. One can certainly not deny that there are genuine instances
in which religious institutions are used as a cover for political extremism and violence, but evidence
says that, very often, individuals are recruited in more mundane places such as cafes and gym clubs
(Bigo et al. 2014). Concerning radicalisation taking place in prison, Khosrokhavar underlines that
temporary and opportunistic alliances between prisoners are a common behaviour during detention.
Moreover, he suggests that it would make more sense to examine cases of conversion to Islam in
prison as a strategy of resistance to the penitentiary system, rather than as an ineluctable step in a
process of extremism (Khosrokhavar, 2004).
Since 2001, scholars have underlined the huge ability of the internet to convert, phish, recruit, and
convince young people in a violent and radical will (Alava, 2018). The Internet would have become
a privileged space for recruitment, and this can be explained by its ease in circulating and sharing
information. Reports and scientific writings alert about the fragility of young people to fake news,
conspiracy theories, radical, sectarian, and extremist speeches.
French scholars Alava, Najjar and Hussein (2017), and Bourekba (2019) consider conspiracy theories
the most employed means of radicalisation used by recruiters during the first phases of indoctrination.
A sign showing that radicalisation, through conspiracy, is taking place are discourses “denouncing
a secret plot visible only to ‘insiders’ supposed to have the extraordinary capacity to deceive the
whole world for decades” (Alava et al. 2017). Conspiracy proves successful because it involves a
mechanism of distinction that places the individual as a “seeker of truth”, as opposed to the mass of
gullible people. When faced with staggering or horrific situations, conspiratorial theories construct a
real simplifier and bring a comforting sense of understanding.
In his paper “Internet est-il un espace de radicalisation?”, Alava displays what he calls “a strategy of
manipulation” that occurs in several youth radicalisation experiences.
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As shown in the graph, the French scholar divides the process in phases.
•

During the first phase the target is identified by an expression on social media, characterising
his opinions, questions, and positions. It can happen via the use of a hashtag, a comment on a
YouTube video or on a Facebook post.

•

Phase two is then possible first by the “attention grabbing” made by the recruiter by a post, a “like”,
explicit support in a retweet, etc. The objective is to hook the subject by showing an adherence to
these ideas and to create a complicity, a reciprocal interest, an attraction built on the valorisation
of the target subject.

•

The radical conversation will therefore begin, and in most cases, it is structured in three phases
(discourse of rupture - conspiracy theory – “Salafist discourse”). Rupture discourses show the
young person that his interests, his indignation, his questions are elements common to all those
who like him are segregated. Conspiracy theories are the basic means used in this phase (Alava,
2018).
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GREECE
Police research conducted in 2017 (Kotsifaki) with 74 police officers responding depicted that the
following constitute the main extremist and/or radical groups in Greece, which are responsible for
online and offline radicalisation of youth with their subsequent recruitment.
1.
Golden Dawn – far right political movement (labelled a terrorist organisation with leaders
currently in prison),
2.

Conspiracy of Fire Cells – Anarchist group,

3.

17 November – Revolutionary organisation (dismantled with leaders in prison)

4.

Sechta Revolutionaries – Anarchist and far left group,

5.

Ruvikonas – left wing anarchist group.

Each group operates differently and is independent to one another, with each designing their own
radicalisation strategies to recruit new members and attract young people.
What is common for all, is that radicalisation is approached similarly i.e.,
Offline media: Connection and involvement of various actors to engage individuals. The actors can
be different organisations, societal groups, activity movements, individuals engaged in specific areas
of activity, etc. Other offline activities to foster radicalisation, are the organisation of activities that
are connected to their ideology for example, manifestations, demonstrations and various acts of
showing dissatisfaction with local, regional or central government initiatives. They usually move in
small numbers or individuals scanning the environment before taking actions.
Online media: They post extremist content on the internet to spread ideas, use existing information
and add radicalised views, engage users to interact, and subsequently recruit them if they fit their
profiles. In addition, related to online radicalisation, one method is to penetrate existing groups and
pose their ideas to collect active support but also agree to their ideas.
Furthermore, for both categories above, there are specific strategies and terminology (Blog Kufontinas
– leader of 17N currently in prison) existing by each group in order to create a systematic and organised
recruitment process.
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BELGIUM
The 2020 OCAD Activity Report states that the increased activity of right-wing extremists on the
internet in Belgium points to the danger posed by right-wing extremist narratives. Striking memes,
online collages often with ironic undertones are an effective way to spread rabid racism and conspiracy
theories, says the report.
RAND Europe report, titled “Radicalisation in the digital era” clearly explains the reasons behind
this increasing trend of internet propagandas: i) Internet creates more opportunities for becoming
radicalised; ii) Internet acts as an ‘echo chamber’ iii) Internet accelerates the process of radicalisation
iv) Internet allows radicalisation without physical contact and v) Internet increases opportunities for
self-radicalisation.
Offline: Unlike jihadis, who more often must seek refuge in the criminal circuit, right-wing extremists
are believed to have easier access to weapons or shooting clubs. In the meantime, the competent
authorities have become more alert about this, and their permits are also being withdrawn more and
more, it is reported.
A specific location where both jihadist and right-wing extremist networks focus on their recruitment
is gyms, especially sports clubs of boxing and mixed martial arts. These places serve both as a
meeting place, and also a place to recruit new members and have training (Radicalisation Awareness
Network (2019).
The difference with jihadist strategies is that right-wing extremists (and to a lesser extent left-wing
extremists) also regularly target football events to recruit new members and spread propaganda.
Both right- and left-wing extremist movements use music concerts as a means for dissemination of
propaganda, and for mobilisation, recruitment and fundraising. Also in Belgium’s Flanders region,
neo-Nazi concerts are organized regularly and attract an international audience (Veiligheid van de
Staat (2020), Jaarrapport 2019, p. 20). There are also strong indications that left- and right-wing
extremists use protests and demonstrations by ordinary citizens to attract members.
The increasingly rare neo-Nazi concerts attract less and less audience. However, the extremist
skinheads are making contacts across borders. They go to concerts in countries where they consider
the risk of persecution to be the smallest, for example in Eastern Europe.
Online: As it is the case in the rest of the world, radical groups have increasingly used social
media in Belgium to spread their propaganda and promote their extremist narratives. To reveal
and analyse such narratives, we used fake accounts on Facebook, Twitter, and YouTube, and
examined common narratives and approaches to potential recruits. These are of course by
no means the only platforms extremist groups have utilised. These groups have been less
and less active on major social media platforms in recent months. This is partly due to arrests
worldwide and the more restrictive policy of these platforms towards hate speech, discrimination
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and right-wing extremist propaganda, as a result of which accounts were increasingly (temporarily)
blocked or suspended. Various action groups have therefore already turned to alternative platforms
with hardly any restrictions, such as Telegram, Parler, Gab and Bitchute. However, they have a smaller
reach on such platforms. Mutual communication between members of the action groups also largely
takes place via encrypted chats.
In addition to physical recruitment places, the internet and social media are playing an increasingly
important role in the recruitment strategy of extremist movements, regardless of their ideological
views. It is for them a widely used medium for recruiting new members, spreading propaganda and
mobilizing sympathisers. For this, these movements use traditional online media, social media,
encrypted and unencrypted messaging tools, the dark web and online video games.
By projecting narratives via social media, extremists may encourage support for their ideology which
involves (a) a clear us vs. them distinction, accompanied by a perceived superiority of their own group
(the in-group) and a clearly inferior and dehumanised perception of the enemy (the out-group); (b) a
strong perception of injustice or grievances: the in-group is threatened by the out-group; (c) a lack of
trust in current institutions (politics, justice system) to address their grievances; (d) a perceived need
to use violence to achieve societal and/or political changes (including the belief that such violence will
be effective) (Doosje, Loseman & van den Bos, 2013).
The big scare of the security authorities is the so-called lone wolves, who risk staying under the
radar until it’s too late: lonely young men who get lost on Terrorgram, the extremist echo pit of social
networking site Telegram, and who appear in the manifestos of predecessors such as Anders Breivik
and Brenton Tarrant.
Last summer, the Facebook page of Project Thule went online, a new initiative by BBET Leader
Tomas Boutens. It is a self-proclaimed people’s nationalist organization that contributes to Flemish
community formation. This is mainly done via messages on social media, occasionally there is even
a real outing. The ‘thule’ referred to is an ambivalent term. In ancient literature it is a reference to a
fictitious distant land, but for the Nazis it was a catchall term to describe the search for a superior
Aryan race.
The recent history of right-wing extremism in Flanders cannot be separated from the figure of Boutens.
He’s charismatic and intelligent, and his conviction with BBET made him a folk hero in certain circles.
He is a regular welcome guest at protest actions and is present at various gatherings aimed at
strengthening the ties between all the groups. For example, on 7 July 2019, he gave a lecture in a
cafe in Antwerp for supporters of Right-Wing Resistance Flanders, Autonome Nationalists Flanders
and the Dutch People’s Union, three notorious extremist groups.
These initiatives to get to know each other are not just for fun. Boutens is a great proponent of
confederating all right-wing extremist forces in Flanders. In the recent past, he has gathered militants
behind the banner of the Black Sun, an occult symbol resonating in neo-Nazi circles.
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OVERALL COMPARATIVE TRENDS
WHAT SIGNS INDICATE THAT A YOUNG PERSON IS BEING RADICALISED ONLINE
AND/OR OFFLINE?

THE UK
Regarding radicalised individuals acting as “lone wolves”, studies show that apart from
characteristics such as personal grievance and moral outrage, usually regarding historical,
religious, or political events, loneliness or lack of identity was a common issue. According to
a study the 52.9% of the lone wolves studied, characterised as socially isolated (Gill et al. 2014).
Regarding settings, most common for terrorist recruitment initiation, are schools, afterschool activities, religious institutions, and refugee camps (Siegel et al, 2019). This is also
confirmed by the Social Research Unit that extremist groups had a presence at 24 institutions,
including universities (Glees and Pope 2005). Continuing with settings that can facilitate processes
of radicalisation, incarceration is widely seen as a risk factor for radicalisation. There are numerous
factors that make prison a conducive environment for radicalisation. Convicts tend to be marginalised
members of society. Additionally, prison cultivates a strong desire for social bonding, group identity,
protection seeking, and positive reinforcement. prisons are insular communities with little exposure
to surrounding society or moderating influences; and people who have already been radicalised,
or have even committed acts of terror, can be found in prisons (Allen 2007; Siegel et al, 2019).
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CYPRUS
Radicalisation does not happen overnight. Young people are particularly vulnerable to being
radicalised, online or offline. Although only a few people who have extremist ideologies eventually
become involved in violent activities, radicalisation is considered a security risk for young people.
Therefore, to help and support young people in radicalisation, it is crucial to be able to identify the
signs of radicalisation:
•

Isolation and alienation: A person who is in a process of radicalisation usually distances himself
from friends and family; becomes more and more isolated.

•

Glorify certain ideals: When people get carried away by their beliefs, they may start to rebel
against persons and institutions that do not share these ideals. These ideals are invoked as
grounds for nondisclosure or justification for (violent) behaviour.

•

Name enemies and threats: Differences between people and groups are magnified. Other people’s
statements or behaviours are quickly interpreted as an attack.

•

External characteristics, such as clothing (e.g., wearing a headscarf) or how one perceives oneself
presents on social networking sites (profile), are used to promote an ideological express position.

Certain behaviours can be a warning to check if someone is being driven towards radicalisation or
extremism. For example, the individual may:
•

Advocate extremist messages

•

Access extremist literature and imagery

•

Show an interest to extremist causes

•

Glorify violence

•

Refuse to listen to different points of view

•

Feel persecuted

•

Own additional mobile phones or devices

•

Spend an increasing amount of time on the internet. This may be in secret, or they may have more
than one online identity.

•

Isolate or withdraw from family and friends

•

Be obsessed with secrecy around the internet and social networking sites

•

Become uncooperative and disengaged

•

Use abusive, aggressive, or extremist views/comments/threats/language

•

Be fascinated with weapons, chemicals, explosives or extremist activity and events

•

Have significant changes in relationships
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•

Use seemingly scripted speech

•

Change behaviour or appearance due to new influences

•

Seek to recruit or ‘groom’ others to an extremist ideology

•

Possess violent extremist literature

The Cyprus report proposes the “Behaviour Barometer” of the Centre for the Prevention of
Radicalisation Leading to Violence , which provided for a list of “insignificant”, “troubling”, “worrisome”,
and “alarming” categories to recognise violent radicalisation. The barometer makes it easy to interpret
the significance of behaviours.
Through our research, it was concluded that the “worrisome” and “alarming” categories should be put
into the list of violent radicalisation indicators, as the “insignificant” and “troubling” categories are mild
and are difficult to be considered that they signal radicalisation. Using the latter categories as early
signs of radicalisation indicators is problematic because we cannot presume that these signs will lead
to an accurate identification of the radicalisation process. The presence of more than one of these
signs may indicate radicalisation, but it can also indicate other phenomena, such as adolescence.
In any case, the first two categories of “worrisome” and “alarming” still need to be measured, as they
can nonetheless lead to problematic outcomes. There are no simple black and white situations, and
certain factors need to be observed, the recurrence of whom indicate signs of radicalisation.
WORRISOME
This category is characterised by a mistrust of the outside world, and by views legitimising the use of
violence. For example, the individual31:
•

Cuts off ties with family members and/or close friends in order to keep exclusive company with a
new circle of acquaintances or friends.

•

Legitimises the use of violence to defend a cause or an ideology.

•

Hides a new lifestyle, allegiance, or belief system from family members and/or close friends (either
online or in real life).

•

Becomes closer to individuals or groups known to be violent extremists.

•

Becomes suddenly disinterested in professional or school activities.

•

Displays symbols of affiliation or support associated with recognised violent extremist groups.

•

Becomes obsessed with the end of the world or with messianic views.

•

Expresses hateful views towards other individuals or groups.

31 Behaviour Barometer, Centre for the Prevention of Radicalisation Leading to Violence (CPRLV) https://info-radical.org/en/
recognizing-violent-radicalisation/
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ALARMING
This category includes a variety of behaviours that show evidence of an exclusive and sectarian
allegiance to an ideology or a cause, which lead the individual to perceive violence as the only
legitimate and valid means of action. For example, the individual32:
•

Takes part in violent extremist group activities by any means whatsoever (material, financial or
physical).

•

Recruits individuals for a violent extremist cause (or encourages their enlistment to that cause).

•

Is in contact with a group or a network of individuals known to be violent radicals, either online or
face-to-face.

•

Reinforces own beliefs through regular consultation of violent extremist internet forums and
websites.

•

Commits or plans violent or hateful acts inspired by ideological motives or a violent extremist
cause.

•

Learns about, seeks to acquire, or knows how to use weapons (firearms, explosives, etc.) outside
the legal bounds.

•

Plans a trip to a conflict zone or to a region in which violent extremist groups are known to be
active.

In any event, the process of radicalisation is a combination of many things. Signs of radicalisation
should be considered in the overall individual’s presence, age, character, ideology, opinions, actions,
etc. A young individual may have radical views as an adolescent, but this does not mean that he/she
is radicalised. When there is a concern and a general feeling that something is not right, a number
of questions can help to map the behaviour of the young person and to gain insight into possible
supporting or threatening factors (Wienke & Ramadan, 2011).

32 Behaviour Barometer, Centre for the Prevention of Radicalisation Leading to Violence (CPRLV) https://info-radical.org/en/
recognizing-violent-radicalisation/
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FRANCE
The use of early signs to detect radicalised young people is regarded as a very controversial strategy
in the academic field.
In 2015 the French government launched a platform and a
campaign to fight radicalisations, called “StopDjihadism”,
and it shared some infographics showing which are the signs
indicating that a person is being radicalised. Warning signs of
radicalisation are a sudden distrust of friends, rejection of their
family members, drastic change of eating habits, school dropout,
refuse of joining mixed sport groups, stop listening to music, a
sudden interest in national and international news”, the fact of
“no longer partying” or recurrent absenteeism. At the hearing
before the Law Committee of the National Assembly, the minister
of Home Affairs Christophe Castaner added some “clues” that
should trigger a thorough investigation: “rigid religious practice,
particularly exacerbated during Ramadan”, the growing of beard,
the fact of no longer kissing someone on the cheek as a way of
greeting, the refusal to “team up with a woman”, a “regular and ostentatious practice of ritual prayer”,
the presence of a mark on the forehead (tabaâ) or the “wearing of the full-face veil for a female civil
servant on public roads”.
It is here obvious how these “early signs” lack any scientific basis and how they mix acts, appearances
and practices that can and should be sharply disaggregated in assessing the phenomena of
radicalisation. According to Bourekba (2019) the use of such indicators is not only questionable in
theory but also dangerous in practice. He underlines that there is no evidence that the presence of
these early or warning “signs”—often focused on religious appearance and practice in this case—
leads to accurate diagnosis of the process of radicalisation. At best, a combination of indicators,
encompassing not only appearances but also certain behaviours (conspiracy discourse, tendency to
isolate oneself, etc.) may indicate that a process of radicalisation is ongoing. But this same combination
may indicate the presence of other phenomena (adolescence for example) that have nothing to do
with violent radicalisation.
This pattern of thinking embraced by the French authorities demonstrates confusion about what is
religious practice and what is violent ideology. Therefore, indicators that are presented as a reliable
means of detecting violent radicalisation and thus promoting a “society of vigilance” are in fact a
tool whose design is not based on science and whose practical use can encourage suspicion and
denunciation, and consequently produce marginalisation (Bourekba, 2019; Lacroix, 2018).
Other indicators listed by the government can be found here and a synthesis can be found in this
interministerial table.
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GREECE
According to the Greek report, identified radicalisation indicators can relate to micro level change
(personal level) (Skleparis) or to group indicators, which front line practitioners, officials, youth
workers or other professionals working with such groups, can use to identify radical processes, either
at initiative level or advanced radicalised level.
For example, at personal level:
Behaviour / action indicators which are measurable:
-

Social withdrawal or withdrawal from friends and family

-

Participation in demonstrations promoting nationalist views or radical / extremist views

-

Travelling to countries which are considered high level risks

-

Participate in military training and combat techniques

Monitoring the above is essential since they can lead to more serious warning indicators if the subjects
start belonging to certain groups or communities, start openly promoting radical groups, circulate
propaganda or extremist materials etc.
Any radicalisation attempt can be prevented by properly preparing and training youth to critically think
on the information presented to them, to be sceptical about the actual true value of the information
they are given, but also, possessing good digital skills is key, to be able to filter and quality check
information presented to them online. According to the research conducted, pools of extremist and
radical candidates do not exist, but recruitment occurs when needed and, on an ad-hoc basis.
Offline radicalisation:
Unfortunately, the pandemic has provided extremist groups the opportunity to strengthen their
narratives (Karatrantos) and have intensified their presence and actions to further radicalise and
recruit. The far right take the opportunity to proclaim that national, racial or religious groups are to
blame for the crisis, while left wing groups and anarchists, emphasise the pandemic crisis and create
special discussion groups on forums and websites.
Some examples of offline radicalisation actions for the purpose of recruitment in Greece are:
Penetrate demonstrations with a small number of supporters and present their own ideas –
regardless of the demonstration’s initial objective and aim. Examples range from demonstrations
of the Indignants, demonstrations related to Macedonia, demonstrations related to new taxes and
laws. In all examples, above, small extremist groups detached themselves from the masses to create
problems / small riots or to hold signs containing racist content.
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-

Collaborate with sports fan clubs, gyms, athletic clubs, high schools etc.

-

Set up groups to penetrate university youth political parties and radicalise from the inside,

Set up youth groups who are actively groomed to adopt radical ideas, for example Galazia
Stratia by the Golden Dawn (counterextremism.com)
Organise training sessions for younger family members, grooming them from early ages (6
years old),
Get close to groups of people, youth and follow a set strategy and recruitment process. This
is also evident from the interviews collected.
Online radicalisation:
Online radicalisation differs from offline since the main presentation medium is the Internet. As radical
groups are working smart, it is exceedingly difficult to pinpoint active online radicalisation actions in
its initial stages. Images are used, articles, speeches, or videos that at first, may seem logical and
reasonable, tackling every-day issues or national issues, with an ulterior motive of gaining interest
and involvement and promoting resharing and discussion. If a youth or adult adopts similar views and
follows up on them, they may be approached and led to follow a recruitment process. Thousands of
people are believed to be part of these groups (Businessinsider.com), thus, the Internet and dedicated
websites, FB pages and blogs, are imperative for their operation.
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BELGIUM
To be able to support young people who are engaged in radicalisation, it is, first, important to recognise
the signs of radicalisation. The following signals may indicate a process of radicalisation (Wienke &
Ramadan, 2011).
-Isolation and alienation. A person who is in a process of radicalisation usually distances himself from
friends and family; becomes more and more isolated.
-Glorifying certain ideals. When people get carried away by their beliefs, they may start to rebel
against persons and institutions that do not share these ideals. These ideals are invoked as grounds
for nondisclosure or justification for (violent) behaviour.
-Naming enemies and threats. Differences between people and groups are magnified. Other people’s
statements or behaviours are quickly interpreted as an attack.
-External characteristics, such as clothing (e.g., wearing a headscarf) or how one perceives oneself
presents on social networking sites (profile), are used to promote an ideological expression.
There are various screening instruments that can help to determine whether a person sympathises
with or is seeking within a radical ideology. Radix (Verhagen, Reitsma & Spee, 2010) is an instrument
that can be used to identify potentially worrisome signals. The instrument is primarily intended to
provide insight to get the support and help the young people need.
When potentially troubling changes are noticed in a young person, it is important to place the behaviour
in a broader context.
Possible signs of radicalisation should be understood in the first place within the normal stage of
development of young people and adolescents. Every young person can have radical attitudes at
some point. When young people feel supported, accepted and understood by their environment,
they usually grow out from this black-and-white mindset and discover the grey areas. When there
is a concern that the young person’s development is at risk or when there is a general feeling that
something is not right, a number of questions can help to map the behaviour of the young person and
to gain insight into possible supporting or threatening factors (Wienke & Ramadan, 2011).
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OVERALL COMPARATIVE TRENDS
WHAT ARE THE COMMON CHARACTERISTICS (POTENTIAL VULNERABILITIES/
RISK FACTORS) ON PERSONAL BACKGROUNDS AS WELL AS ON SOCIAL
ONLINE AND OFFLINE ENVIRONMENTS OF YOUNG PEOPLE THAT ARE BEING
RADICALISED?
THE UK
Regarding youth radicalisation, “becoming radicalised is, for most people, a gradual process and
one that requires a progression through distinct stages and happens neither quickly nor easily”
(Christmann, 2012). The commitment of time and propaganda that radicalisation takes demands
that prospective members are identified and engaged from a very early age. This makes children
and youth a vulnerable population. According to Costanza, ‘youth conceive and interpret the world
around them in ways that make them vulnerable to proximate sociocultural influence’. Through the
cycle of recruitment and grooming, organisations can embed their ideologies in generations at a time,
providing them with many willing participants in the extremist work. A socially lost child is much more
unquestioning to a supreme authority offering refuge, and the exchange of trust and time is an easy
choice to make.
Focusing on this demographic, theories on isolation and lack of belonging being catalysts for joining
terrorist organisations gain a little footing. Especially for young men growing up in countries that have
different nuances for the hallmarks of manhood. Socially rigorous settings like school, church, and
sports teams provide opportunities for humiliation and even further isolation. Often these three social
levels settings play a key role in recognizing and preventing radicalisation among youth. Safeguarding
this vulnerability often falls on school workers, family, and friends (Aiello, 2018). Inversely, these
positions also offer the most opportunity for inclusion and growth. Children that traditionally struggle
in school and other community settings due to learning disabilities, speech impediments, or general
behavioural problems have the most to lose in terms of becoming a target.
Regarding age and gender, according to United Kingdom’s 2015 Youth Management Report ‘there
is little convincing research to suggest that ideals of masculinity and honour play a significant role in
causing violent extremism’. Therefore, instead of forming the impressions of strength, authority, and
manhood that these vulnerable boys are often seeking, these extremist organisations are playing to
their need for social validation and a sense of belonging.
A distinction such as this provides insight into how this indoctrination takes place, not through the
trials of manhood and, but rather through manipulation of these high-risk youths (Christmann, 2012).
Continuing with the impact of internet as an accelerant factor for radicalisation, Social Media platforms
such as Facebook, Twitter, Instagram, and Tik Tok, continue to grow in popularity, largely from a
younger generation. As trends continue, people are joining social media platforms from an earlier
age, and using social media more frequently than before.
While these platforms offer lots in terms of accessible information, entertainment, and interaction,
they give power of influence to extremist groups to exploit social media to radicalise and recruit
vulnerable people (Haider, 2015).
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The unique content algorithms for many social media platforms is what allows for a flow of progressively
more radicalising content. As new users continue to interact with content, algorithms curate similar
content to show them in the future. This means that if someone had interacted (liked, shared,
commented, etc.) with a post that featured some more conservative content, the app would continue
to show more and more conservative content until the user stopped interacting with it. In this manner,
the spectrum of ideas people is getting exposed to narrows, as apps only display content that they
assume will align with the viewer’s beliefs. While this process is done in the hopes of increasing app
use and ultimate success, it comes with some serious consequences.
Just as those searching for belonging in society might struggle in the physical world, they can struggle
in the virtual counterpart as well. Concrete numbers of likes, views, shares, and comments make
quantifying one’s popularity relatively simple. Those in extremist organisations can use these same
numbers to find and target uses as a plot for recruitment.
According to Schmid, the weight of social media in ongoing radicalisation efforts, defining the
phenomena as “propaganda: social media can play an important role in the dissemination of radical
messages and radicalisation of vulnerable individuals” (Schmid, 2013).
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CYPRUS
The existing literature points out that potential vulnerabilities that lead to radicalisation are wide
and diverse. According to scholars, radicalisation and violent extremism may be facilitated by the
socioeconomic conditions including lack of resources and status (Gurr 1970), high levels of uncertainty
(Hogg and Blaylock 2012), personal losses (McCauley and Moskalenko 2011), frustration (Gambetta
and Hertog 2017).
Other scholars find out that some factors of radicalisation can also be political. For instance, Crettiez
and his colleagues argue that some cases of jihadist radicalisation are effects of the colonial past of the
country (Crettiez et al., 2017), while Khosrokhavar proves that declining politics trigger dissatisfaction
that can consequently result in radical ideologies and violent actions (Khosrokhavar, 2015).
In psychology, the main premise is that, in general, radicals are “ordinary” people: they are not
psychopaths suffering from mental illnesses (Borum, 2004)33 . Also, there is no “terrorist personality”,
nor is there any accurate profile – psychologically or otherwise – of the terrorist34.
Therefore, the potential vulnerabilities that could become risk factors for radicalisation and violent
extremism, can be the following:
•

Individual and social psychological factors (i.e., uncertainty, injustice, political powerlessness,
distrust in institutions such as the police, the need for belonging to a group, etc.)

•

Group procedures (i.e., social networks of compatible persons who are in contact because of their
common social goals, etc.)

•

Structural/sociological factors (i.e., social inequality, political uncertainty, economic inequality,
conflicts between groups, etc.)

•

Cultural factors and cultural communities (i.e., family, social structures including schools/
educational traditions, religion, class, ethnicity, etc.)

•

Peer pressure/groupthink35.

Radicalisation is manifested differently in each person; therefore, the lists of risk factors and
warning signs are non-exhaustive. Radicalisation is often associated with both social and personal
expectations: dissatisfaction or frustration with the society and the person’s unrealistic expectations,
discrimination, feeling of marginalisation etc. Also, it can serve the need to belong to a certain group,
the need for adventure (know the unknown), recognition, etc.

33 Transnational Terrorism, Security & the Rule of Law (2008), Radicalisation, Recruitment and the EU Counter-radicalisation
Strategy http://www.gdr-elsj.eu/wp-content/uploads/2014/02/doc2-WP4-Del-7.pdf
34 Borum, R. (2004). Psychology of terrorism. Tampa: University of South Florida
35 Transnational Terrorism, Security & the Rule of Law (2008), Radicalisation, Recruitment and the EU Counter-radicalisation
Strategy http://www.gdr-elsj.eu/wp-content/uploads/2014/02/doc2-WP4-Del-7.pdf
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The following lists of potential risk factors are provided by the National Institute of Justice, of the US
Department of Justice36. They refer to terrorists; however, most of them can cover radical behaviour.
Certain of them are more serious than others while most others cannot stand alone.
Therefore, potential risk factors associated with engaging or attempting to engage in terrorism among
both group-based and lone wolf terrorists:
●

Having a history of criminal violence

●

Having been involved with a gang or delinquent peers

●

Having a terrorist friend

●

Being a member of an extremist group for an extended period

●

Having a deep commitment to an extremist ideology

●

Having psychological issues being unemployed

●

Having a sporadic work history

●

Having less education

●

Having a lower socioeconomic status

●

Failing to achieve one’s aspirations

●

Having trouble in romantic relationships

●

Having trouble in platonic relationships

●

Having been abused as an adult

●

Being distant from one’s family

Potential risk factors associated with engaging or attempting to engage in terrorism among lone-wolf
terrorists:
●

Having a criminal record

●

Having personal and political grievances

●

Having received a diagnosis of schizophrenia or delusional disorder

●

Having an enabler

●

Being unemployed

The presence of more than one characteristic and sign does not necessarily indicate radicalisation.
What is needed is to observe the overall picture, such as changes in behaviour, appearance, activity,
and always to evaluate them in the framework of the person’s environment. It is often easier for
people who are closer to the person observed for radicalisation (such as family, friends, school, etc.)
to notice possible changes. The above levels and types of causes and signs relate to each other, and
when combined they result in radicalisation.
36 National Institute of Justice Risk Factors and Indicators Associated With Radicalisation to Terrorism in the United States: What
Research Sponsored by the National Institute of Justice Tells Us Allison G. Smith, Ph.D. June 2018: https://www.ojp.gov/pdffiles1/
nij/251789.pdf
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FRANCE
The academic discourse on the potential vulnerabilities that lead to youth radicalisation is very wide
and manifold. Some scholars prove that the main factors of radicalisation are the socioeconomic
conditions that engender social exclusion, ghettoization, and dissatisfaction (Khosrokhavar, 2016;
Guibet Lafaye, 2016a; 2016b). This explains why a huge number of radicalised comes from the
suburbs (banlieues) and from the lowest social classes, usually characterised by low educational
levels and high rates of unemployment. This applies both for religious radicalisation, and for the
extreme right one. As examined in a study on the 1980s “gabberskins”, Stéphane François argues
that these young people are most often from single-parent and precarious families, concentrating the
socio-economic difficulties, sometimes alcoholic or violent, affected by the wave of deindustrialisation
in the early 2000s (François, 2017).
Similar to this, it is the analysis made by Fize (2016), where the researcher shows that from the 1990s,
the Front National (far-right party) entered the working-class suburbs neglected by the left and mainly
reached those without diplomas. This trend is confirmed according to Fize since among the young
people in favour of the FN, “36% have a level below the baccalaureate” (Fize, 2016). He concludes
that youth is divided: “between a student youth voting more for left parties (or other traditional parties)
and unqualified or poorly educated youth largely from the working classes” who voted for the National
Front. However, it is important to underline that this evidence does not exclude that a relevant number
of well-educated and middle-class youth can be radicalised (Bouzar et al., 2014).
Other scholars find out that some factors of radicalisation can also be political. For instance, Crettiez
and his colleagues argue that some cases of jihadist radicalisation are effects of the colonial past of the
country (Crettiez et al., 2017), while Khosrokhavar proves that declining politics trigger dissatisfaction
that can consequently result in radical ideologies and violent actions (Khosrokhavar, 2015).
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GREECE
The Greek police together with KEMEA (Centre for Security Studies), have developed a pocket guide
for Radicalisation which functions as an “Observable Indicators Manual” for front line professionals to
identify radicalised people, or identify external changes and changes in their behaviour.
The pyramid depicting the stages of violent radicalisation is:

Radicalisation indicators
The identified radicalisation indicators can relate to micro level change (personal level) (Skleparis)
or to group indicators, which front line practitioners, officials, youth workers or other professionals
working with such groups, can use to identify radical processes, either at initiative level or advanced
radicalised level.
Personal level:
Behaviour / action indicators which are measurable:
-

Social withdrawal or withdrawal from friends and family

-

Participation in demonstrations promoting nationalist views or radical / extremist views

-

Travelling to countries which are considered high level risks

-

Participate in military training and combat techniques

Cognitive indicators (opinions, beliefs):
-

Openly expressing complaints (within their communities)

-

Expressing dividing world views
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Environment factors/previous experiences/activation factors:
-

Past psychological problems and post-traumatic stress syndrome

-

A history of violence

-

Previous jail sentence

-

Financial issues or problems

-

Unemployment or other societal problems (difficulty to interact or integrate within society)

-

Family issues or problems

Monitoring the above is essential since they can lead to more serious warning indicators if the subjects
start belonging to certain groups or communities, starts openly promoting radical groups, circulate
propaganda or extremist materials etc.
Related to group indicators, Skleparis suggests:
Behaviour / action indicators which are measurable:
Incidents where group or community members carry out security, secret or other ritualistic and
suspicious group activities
-

foreign religious envoys are sent to the community

-

Recording of activities by new or unknown organisations and groups

proliferation of narratives that glorify violence by leaders – for example, the Golden Dawn’s
organisational structure is based on the leader representing the main person in the movement and
shall not be opposed.
-

Provision of combat training to its members

-

Community members openly supporting foreign fighters.

Cognitive indicators (opinions, beliefs):
Incidents showing a lack of respect for (worldly) principles by the members of the community.
Such incidents have been recorded in Western Thrace (north Greece) in relation to ethnic radicalisation
-

Rhetoric / hate speech by community / group leaders.
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BELGIUM
When we talk about risk factors associated with radicalisation, a distinction should be made between
push and pull factors.
Overall, push factors are any condition or grievance that creates a sense of frustration, marginalization,
and disempowerment which encourage people to seek out remedies including, but not limited to,
joining extremist groups. What incentivises this engagement are pull factors, a term which describes
forces that can be attractive to potential recruits and specifically draw them into radical organisations,
such as a sense of kinship, heroism, adventure, economic gain, or self-realisation.
The risk factors that could constitute vulnerability for persons can be listed as following:
-Individual and social psychological factors (Individual factors such as uncertainty, perceived injustice,
cynicism, political powerlessness, distrust in institutions such as the police, educational or judicial
institutes, psychological trauma, and the need for a belonging to a group);
-Group processes (It does not have to be close-knit groups such as hierarchical organisations with
strongly demarcated structures; it can also be temporary social networks of like-minded individuals
who associate with each other because they share (temporarily or otherwise) have social goals,
resulting in a form of mutualism);
- Structural/sociological factors (Examples are the degree of social inequality, political instability,
economic inequality, and the presence of serious conflicts between groups.)
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PART II: ANALYSIS
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PRIMARY RESEARCH FINDINGS AND
ANALYSIS
SOCIAL MEDIA RESEARCH

THE UK
According to the UK report, the Internet provides the opportunity to encounter a wide range of opinions
browsing in a heterogeneous network, which results in improvement of democratic participation
(Hardy B.W. & Scheufele, 2005). On the other hand, the Internet is argued to enhance the capacity
of selectivity, which means that it enables people to select opinions that align with their own. This
situation could empower the impact of the echo chambers, rooms where users can only come across
with like-minded opinions. Within these echo rooms, individuals face both normative and informative
influences. When it comes to informative pressure, participants are more likely to accept each other’s
arguments as valid statements about reality. Participants in homogeneous groups share similar
perspectives, they do not express opposing views (Geeraerts).
Based on their perusal of Twitter, Tik-Tok, and YouTube, the process of radicalisation had a different
approach on the internet than it does in in-person processes. Social media is designed to change the
nature of human interaction- to absorb more content in less time to push higher numbers of interaction
and keep people on the app longer. Tik-Tok and twitter both have shorter caps to content length (a
max of 60 second videos, and 180 characters, respectively) when compared to other platforms like
Facebook or Instagram that have far lengthier options. Social Media is a space to produce content in
a vacuum- there is very little to no context for the viewer to understand the post from, therefore it is
vital that content producers are short, snappy, and powerful with whatever they chose to post. When
used as a tool for the otherwise delicate process of radicalisation, it means that the group looking to
recruit must get right to the punchline, so to speak. Regardless of the sect of radical thought that we
were investigating, content producers used strong graphics, eye-catching images, and buzz words
to ensure immediate reactions from their viewers. In the examples we found, this idea of extreme
imagery is best illustrated in the swastika made of syringes in the alt-right account TheBear.
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CYPRUS
As the Cyprus report puts it, our era is characterised by a rapid introduction of social media into our
lives. Constantly changing, social networks are currently hosting billions of users: According to the
World Map of Social Networks, Facebook has 2,9 billion monthly active users and is still growing
mostly in Asia Pacific37; YouTube has approximately 2 billion, while Instagram and TikTok have 1
billion and 732K respectively. Other Apps like WhatsApp, Facebook Messenger and Telegram have
2 billion, 1,3 billion and 500K monthly active users respectively. These numbers reflect the power that
social media have, and the speed that users’ ideas can be spread worldwide.
Therefore, the internet and social media play a crucial role in the already multifaceted topics of
radicalisation and hate speech, as they enable a wide range of ideas and opinions, even of radical
groups with extremist beliefs, to connect and spread their ideologies online.
In Cyprus, the far-right, political movement ELAM (Ethniko Laiko Metopo), a sister party to Greece’s
newly declared as criminal organisation, Golden Dawn, was banned from Facebook in 2019, a few
months after a similar ban to Golden Dawn38. ELAM was also suspended from Twitter. In 2021, ELAM
accounts were suspended from Facebook and Instagram39. Although, the premise of the suspension
is not known, it is linked to racist and neo-Nazi propaganda.

37 https://vincos.it/world-map-of-social-networks/ ; https://vincos.it/social-media-statistics/
38 Sigma Live newspaper, June 2019 https://city.sigmalive.com/article/2019/6/12/telos-kai-gia-to-ethniko-laiko-metopo-apo-tofacebook/
39 Ant1 newspaper, May 2021 https://www.ant1.com.cy/news/cyprus/article/424377/ekleise-tous-logariasmous-upopsifion-touethnikou-laikou-metopou-to-facebook-video/?expandedarticle=true#.YKpiTYSnGnU.twitter
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FRANCE
In the French report, it was noted that Twitter was the easiest platform to access violent radicalisation
content in the youths. Indeed, the simple use of hashtag brings about a wide choice of young
extremists’ groups/content. Plus, a search on Twitter unleashes suggestions from similar groups.
Finally, unlike Facebook, there is no need to request a membership to access the content. Everything
is accessible. One of the most noticeable mechanisms that can be highlighted in the intern-dynamics
of radicalised young people groups on Twitter is the retweeting, which is a practice that consists of
the re-posting of someone else’s tweet. It seems that this practice is quite common amongst young
radicals, putting forward the idea of belonging to the same group, against the others. Moreover, it
seems quite common for young radicalised groups to use the image of a public figure, usually a
politician, to which they display unfailing support and loyalty.
On Instagram, radicalised young people could be observed as part of this research thanks to the
public status of their account. Private accounts, like Facebook, are difficult to access as they require
a membership application. On the public accounts that have been observed, the communication
strategy of these radicalised young people seems to be photos of mass gatherings, showing the
strength and mass adherence behind their ideas, ideology, and claims. By doing so, they seem to try
to legitimise their existence in the public sphere. Hashtags are also a common practice on Instagram
by young, radicalised people, contributing to this impression that we have already spotted on Twitter,
using hashtags in order to recognise that one is part of the same groups and share the same ideas.
YouTube is a platform which in the context of our research seems to be used mainly to disseminate
advertising videos from political groups through their official channels, or to publish videos from
personal accounts. Interactions between young people take place in the comment section, under the
videos. They are often very violent, the profiles being more anonymous on YouTube than on other
social networks where you can have more information about one’s profile life. However, as racist
remarks and incitement to extremism are monitored on YouTube as part of the fight against terrorism,
again it is not possible to find videos of incitement to the Islamist radicalisation of young people,
which would be immediately censored by YouTube. However, content from far-right groups is widely
available, even for groups that have been officially condemned as Génération Identitaire, which is
very active on YouTube.
Telegram requires a phone number for subscription. Thus, for security matters, we did not join the
various groups we found, but some of them were public, such as The Nationalists (PNF), a group
of extreme right-wing youth. Because “Telegram’s special secret chats use end-to-end encryption,
leave no trace on our servers, support self-destructing messages and don’t allow forwarding40” . This
platform seems to be very useful in order to spread sensitive information among young extremists,
without being censored as is the case of mainstream social networks.

40 https://telegram.org/faq?setln=en#q-how-secure-is-telegram
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TikTok
The format of short, comedic videos, characteristic of TikTok, seem to be used by radicalised youth
more as a platform to ridicule, discredit, and make fun of their opponents than to recruit members.
Often the videos are in a backward-looking style, adopting the before / after format, referring to
France’s glorious past to describe the “drift” of the French because of immigration, homosexuality,
etc …
Facebook
As extremist groups are very difficult to access on Facebook since, for security matters, they do not
choose evocative names, and they also require the submission of a membership application to have
access to their content. Thus, radicalisation of young people can be seen above all in comments in
public content, especially in the posts of politicians
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GREECE
The Greek report notes that the internet is predominantly used by groups to radicalise youth, and the
following categories have been identified (Behr):
●

The internet creates and offers radicalisation opportunities

●

The internet is an “echo chamber” – where extremist and radical beliefs can be fortified

●

Radicalisation can be accelerated using this medium,

●

No physical contact is needed, and youth can interact with radicals without leaving their homes

●

Self-radicalisation can occur.

Through their social media research, they found that various popular tools are used in radicalisation.
For example, TikTok, Facebook, Twitter, YouTube, Instagram, Snapchat, Reddit, blogs etc. The
method is quite similar in all media tools: no specific or dedicated posts and media for violence,
terrorism, hate speech are posted per se in public, or when posted, they are quickly removed. The
dedicated groups and pages are difficult to locate if you are not an invited member. Moreover, social
media is used for “soft” recruitment and identification of potential new members. The authorities
are vigilant and on the lookout for posts and pages that are of such nature to quickly take them
down. Usually, the involvement and active participation of those groups are evident in the comment
sections. A methodology proven to work is the primary, passive exposure to propaganda and radical
/ extremist content, usually through racist memes, humour, or other comments, which fall under the
algorithms set to expose such content by the authorities and the tools themselves, and subsequently,
removed. Moderators post videos or posts which usually hint at white supremacy, nationalist ideas
(i.e. Macedonia is Greek, Greece for Greeks etc.), immigration and refugee problems, but with subtle
messages and with the ultimate aim to trigger comments related to the content. Using humour makes
the content appealing and triggers responses but also new shares. This “unwillingly” sharing continues
the propaganda to other channels, other networks which may be used to attract new recruits, thus,
covering the aim of liking posts without being considered a radical.
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BELGIUM
Finally, according to the Belgian report, “in addition to physical recruitment places, the internet
and social media are playing an increasingly important role in the recruitment strategy of extremist
movements, regardless of their ideological views. It is for them a widely used medium for recruiting
new members, spreading propaganda, and mobilising sympathisers. For this, these movements use
traditional online media, social media, encrypted and unencrypted messaging tools, the dark web
and online video games.
By projecting narratives via social media, extremists may encourage support for their ideology which
involves (a) a clear “us vs. them” distinction, accompanied by a perceived superiority of their own group
(the in-group) and a clearly inferior and de-humanised perception of the enemy (the out-group); (b) a
strong perception of injustice or grievances: the in-group is threatened by the out-group; (c) a lack of
trust in current institutions (politics, justice system) to address their grievances; (d) a perceived need
to use violence to achieve societal and/or political changes (including the belief that such violence will
be effective) (Doosje, Loseman & van den Bos, 2013).
In conclusion, exposure to extremist narratives is undeniably critical to the process of radicalisation41.
Propaganda and extremism are currently easily accessible offline and online. The dark web serves
as a platform for extremists, but recruitment and radicalisation happen mainly through mainstream
online platforms. Therefore, providing young people with the skills to identify and counter, violent
radicalisation is essential to shielding them against such exposure.

41 Brown, K. E & Silke, A. (2016) ‘‘Radicalisation’: The Transformation of Modern Understanding of Terrorist Origins,
Psychology and Motivation.’ S. Jayakumar (ed.), State, Society, and National Security: Challenges and Opportunities in the 21st
Century (World Scientific)
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RESEARCH METHODOLOGY
This research on social media aimed at understanding how radical and extremist content is being
posted online, how young people gain access to this content, and how they engage with content
through likes, shares, comments, reactions, clicks, and more. During our research, we chose to be
silent observers, and to use social media accounts created just for the purpose of the research.
In France, this research encountered a few obstacles. Given the various means deployed to fight
against terrorism in France, the search for groups of radicalised Islamist youth has been made very
complicated and risky. Thus, as a security measure, the research was restricted in observing extreme
right-wing youth groups. This first finding showed the amalgamation of violent radicalism with radical
Islamism, since far-right violent radicalism does not seem to be subject to the same scrutiny.
Moreover, among the various social media, it was very complicated to enter private groups on
Facebook to observe the mechanisms of violent radicalisation among young people. Indeed, these
groups are almost inaccessible to a person who has no connection with one of the existing members.
The research therefore focused on social networks that do not require membership requests, notably
Twitter. This observation led to the hypothesis that social networks are not the privileged places
of violent radicalisation, given the difficulty of access to these groups which seem very closed
and protected. The violent radicalisation of young people would therefore first take place through
physical environments and encounters, which subsequently could provide access to groups on social
networks. However, they observed, among these groups of radicalised extreme right young people,
mechanisms on social networks that we will present.
In Greece, the research focused on content on the internet to spread ideas, use existing information
and add radicalised views, engage users to interact, and subsequently recruit them if they fit
their profiles. The report used channels and media that were identified as using online media for
radicalisation purposes.
The Belgian report focused on radical groups using social media in Belgium to spread their propaganda
and promote their extremist narratives. To reveal and analyse such narratives, the researchers used
false accounts on Facebook, Twitter, and YouTube, and examined common narratives and approaches
to potential recruits.
Similarly, the UK took to social media such as Tik-Tok, Twitter, and YouTube. According to the report,
there is an overwhelming feeling of a radicalism presence gives the reluctant inductee a sense that
there is a larger community of radicals at play, and that therefore the message can’t be that extreme.
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In Cyprus, the researchers expanded the keywords and area to cover not only Cyprus, and conducted
social media research in social networks and Apps such as Facebook, Twitter, Telegram, YouTube,
TikTok, and Reddit. Some hashtags they used included the following:
#farright
#nationalism
#Cy
#ELAM
#ELAMcy
#whitesupremacy
#Χρυσηαυγή
Below, we have compiled a combination of screenshots that demonstrate how, where and when
radicalisation takes place, from the national reports.
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TWITTER

The first picture implies the
fear of “Islamic invasion” with
a “before and now” narrative.
Hateful hashtags such as
“BanIslam”, “StopIslamisering
(Stop
Islamization)”,
“vertrekBelgiënu
(leave
Belgium now)” are quite
common in Twitter. Although
such provocative hashtags
were banned to use recently,
the majority of them are still
visible.
In the first Tweet, Islam is
called “a cancer” and it is
suggested to establish an
armed movement against it.
Second/third Tweet:
‘Right-wing extremism is not
a problem; every form of
religion is a problem.’

‘You can only stop the
Islamization of Europe if
you first stop the Islamic
politicians.’

TELEGRAM
Totally encrypted and largely unmonitored, the messaging App Telegram was created to provide
uncensored communication between citizens of autocratic countries. Unfortunately, while it counts
hundreds of millions of users, the platform has grown most infamous as a safe haven for terrorists42 .
During our research, we came across a Telegram group called “HITLER GROUP”. It is an open
group, created on July 15, 2021. According to its members, the group was previously banned and
re-established in Telegram. On July 28, the group had 159 members in different locations, including
European countries such as Germany, France, and others like Russia, Argentina, Iran etc. The group
members share Nazi symbols and spread hate for Jews, black people, the LGBT community, etc. The
content of the group is open and does not need any specific license or acceptance to enter the group.

Hilter group in Telegram, July 2021
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Hilter group in Telegram, July 2021
Another case refers to the Patriotic Alternative, a private group in Telegram that wants to remove all
non-white people from the UK. The group was set up in 2019 by Mark Collett, a known extremist in
Leeds43. The group was promoting a homeschool curriculum that uses racists songs and claims all
English people have white skin44.

43 https://theferret.scot/exposed-inside-far-right-patriotic-alternative/
44 https://www.mirror.co.uk/news/politics/far-right-group-pushing-hateful-23537474?_
ga=2.92144851.836688336.1630934469-1498035116.1629196402
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Telegram

Telegram
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Another case is an open group called “Paddy”, with 1282 subscribers in August 2021. The
group promotes white supremacy.

The Nationalists (PNF), a group of extreme right-wing youth. Because “Telegram’s special
secret chats use end-to-end encryption, leave no trace on our servers, support selfdestructing messages and don’t allow forwarding”45 .This platform seems to be very useful
in order to spread sensitive information among young extremists, without being censored
as is the case of mainstream social networks.

45 https://telegram.org/faq?setln=en#q-how-secure-is-telegram
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On another stance, ISIS’s West Africa Province released a video showing operatives, probably from
Boko Haram announcing that they were joining ISIS and pledging allegiance to ISIS’s leader Abu
Ibrahim al-Hashimi al-Qurashi. The video also calls for more operatives to join ISIS both in Arabic
and in English. (June 25, 2021)46.

Boko Haram operatives in the Sambisa Forest in northeastern Nigeria, Source: Meir Amit
Intelligence and Terrorism Information Centre
On April 7, 2021, a video emerged showing a Taliban operative sitting in front of Taliban fighters
threatening US forces in Afghanistan, in English47.

46 Spotlight on Global Jihad ( June 24-30, 2021), Meir Amit Intelligence and Terrorism Information Centre, https://www.terrorism-info.
org.il/en/spotlight-on-global-jihad-june-24-30-2021/

Operative trained in the training camp threatening the American forces in Afghanistan,
Source: Meir Amit Intelligence and Terrorism Information Centre
46 otlight on Global Jihad ( June 24-30, 2021), Meir Amit Intelligence and Terrorism Information Centre, https://www.terrorism-info.
org.il/en/spotlight-on-global-jihad-june-24-30-2021/
47 Spotlight on Global Jihad ( June 24-30, 2021), Meir Amit Intelligence and Terrorism Information Centre, https://www.terrorism-info.
org.il/en/spotlight-on-global-jihad-june-24-30-2021/

FACEBOOK
In June 2021, Facebook ran a test on its main platform as a pilot for a global approach to prevent
radicalisation. The caption reads: “Are you concerned that someone you know is becoming an
extremist?”
Another that alerted users “you may have been exposed to harmful extremist content recently.” Both
included links to “get support.”
In France, extremist groups are very difficult to access on Facebook since, for security matters, they
do not choose evocative names, and they also require the submission of a membership application to
have access to their content. Thus, radicalisation of young people can be seen above all in comments
in public content, especially in the posts of politicians.

Comments in Facebook
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In Belgium, the most recent right-wing extremist incident that made headlines in Belgium was the
fugitive soldier Jürgen Conings, a heavily armed far-right militant who had been on the run for weeks
after threatening to kill health experts and politicians until he was found dead. Tens of thousands
rallied online to back him, with the Facebook group “I love Jürgen Conings” gathering up to 50,000
members before being taken down. Fans gathered for marches, holding banners such as “Jürgen’s
life matters” and “As 1 behind Jürgen.”

In the post on the right, there is a poll for whom the followers have more sympathy: Marc Van Ranst,
renowned virologist for whom Conings’ threats were aimed at, or right-wing extremist Conings.
Nikki Sterkenburg, expert on the extreme right and well-known academic, believes one of the main
reasons why such incidents draw strong sympathy from the right-wing circles is the fascination with
guns in far-right circles and the idea of defending his or her country.
In summer 2020, a banned ‘March against Impunity’ passed through Ostend in response to a brawl
on the beach of Blankenberge involving teenagers from Brussels with a migration background.
Manifestors shouted slogans such as ‘Islamites, parasites’ and more than one neo-Nazi reference
was visible on clothing. And several sources reported that a Nazi salute - or a variant thereof - would
have been made.
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YOUTUBE
Incitement to violence and/or racist behaviour is found frequently on YouTube. ISIS content is also
found often, even though the uploaded videos are usually removed after a few hours, and accounts
get suspended or removed. According to a study conducted by the Counter Extremism Project (CEP)
in 2018, during a three-month period, 1,348 ISIS videos were uploaded on YouTube, getting 163,391
views48.
In a 2019 case, YouTube videos surfaced celebrating the New Zealand Mosque shootings that took
place in March 2019 in an anti-Muslim attack. The videos uploaded on the platform supported the
killings. One of the videos recreated the attack in the video game Minecraft. In one of the videos, a
gunman is seen with a Serbian beret edited on to his head, with a New Zealand silver fern placed
upon its crest. Serbian forces which conducted ethnic cleansing against Muslims during the Bosnian
war are often celebrated by the extreme right. This incident serves as an example for how extreme
right uses online propaganda to radicalise young people49.
In another case, according to reports, on
a recent Call of Duty: Warzone YouTube
stream, a known British neo-Nazi, antiSemitic conspiracy theorist, and farright political activist named Mark Adrian
Collett, invited gamers to join a “nationalist
Warzone Telegram group50”.
At the same time, viewers used references
to far-right figures in their account names
and posted racist messages. According
to experts, this method could be used
as a tool to recruit young people51. Video
Games, widely used by young people, are
under-researched in relation to extremism
and violent radicalisation compared to
other social media platforms.

Screenshots from “The Sun”
48 The eGlygh Web Crawler: ISIS Content on YouTube , Counter Extremism Project, 2018 https://www.counterextremism.com/
sites/default/files/eGLYPH_web_crawler_white_paper_ July_2018.pdf
49 YouTube removes videos continuing to celebrate New Zealand mosque attacks, Alexandre J Martin,Sky News March 2019
https://news.sky.com/story/YouTube-removes-videos-continuing-to-celebrate-new-zealand-mosque-attacks-11669478
50 The Websites Sustaining Britain’s Far-Right Influencers, Frank Andrews and Ambrose Pym, The Bellingcat, February 2021
https://www.bellingcat.com/news/uk-and-europe/2021/02/24/the-websites-sustaining-britains-far-right-influencers/
51 MIND GAMES Inside the Call of Duty games hosted by British far-right group to ‘recruit young people’ into twisted white
nationalism, Dan Hall, February 2021
https://www.thesun.co.uk/news/13986628/call-duty-warzone-far-right-patriotic-alternative-mark-collett/
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YouTube viewers often enjoy engaging in
commenting.
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TIKTOK
In a 2020 TikTok video, a user of Minecraft video game builds a replica of the Auschwitz concentration
camp that had 12,1K views.

This video features game
footage
showing
the
Auschwitz concentration
camp by the user “Hidra_
clan1”

Screenshot from TikTok
vide

Screenshot from
Insider”, July 2021

“The

On another stance, TikTok users pretended to be Holocaust victims in heaven, while wearing makeup
imitating burns52.
According to TikTok, the company “takes a firm stance against enabling violence on or off TikTok” 53
According to researchers, “TikTok offers a platform for this explicit content to reach new audiences
and potentially reach younger audiences, which was quite worrying”54.

52 TikTok creators are pretending to be Holocaust victims in heaven in a new trend dubbed ‘trauma porn’, Sophia Anekl,
August 2020, The Insider https://www.insider.com/tiktok-trend-shows-people-pretending-to-be-holocaust-victimsheaven-2020-8
53 TikTok’s Community Guidelines: https://www.tiktok.com/community-guidelines?lang=en
54 https://twitter.com/ciaranoconnor?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
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INSTAGRAM
On Instagram, radicalised young people could be observed as part of this research thanks to the
public status of their account. Private accounts, like Facebook, are difficult to access as they require
a membership application. On the public accounts that have been observed, the communication
strategy of these radicalised young people seems to be photos of mass gatherings, showing the
strength and mass adherence behind their ideas, ideology, and claims. By doing so, they seem to try
to legitimise their existence in the public sphere.

Hashtags are a common practice on
Instagram by young, radicalised people,
in order to recognise that one is part of
the same groups and share the same
ideas, as for example in Twitter.

Another tool shared by radicalised young people on Instagram are the use of internet memes and
photo editing in order to discredit, denounce their opponents.
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REDDIT

Archived thread on Reddit: The picture depicts ELAM’s spokesman, Geadis Geadi, using the Nazi
salute, along with others.
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STORMFRONT
A neo-nazi internet forum and which one interviewee stated that she visits daily. The url: stormfront.
org, (see annex). The Greek side has about 30 different threads with hundreds of users and posts
per day. The categorisation of the threads is diverse and range from Golden Dawn material and posts
(videos) to Religions threads, Ancient Greek information and many more. Youth have a particular
focus on the forum and can find a plethora of information within, entertainment options, meeting
information and venues for group gatherings

THE CASE OF A TEEN NEO-NAZI IN THE UK
In 2019, a teenager in the UK became the youngest person to be convicted of planning a terrorist
attack in the UK. At age 14, the teen wrote in his journal “I wasn’t always a fascist, my red pilling
process was slower than most”. The teen was reported in 2017, when his school reported a Twitter
account, he used to support the British neo-Nazi group National Action, among others55.

Handwritten note by the teen, Counter Terrorism Policing
Northeast
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CONCLUSIONS
In the framework of the report, we focused on radicalisation processes on different platforms and
emphasised the influence they can have in today’s world, especially in the post-COVID-19 era. As
the phenomena of violent radicalisation occur within young age groups, this research aimed to collect
data on how, when, and where young people become objects of radicalisation. It establishes both
radicalisation indicators and vulnerability indicators, while at the same time, it forms strengths that
young people will use in their benefit, to build a stronger fence against radicalisation.
The report is used as the ground to build the educational resources for the online training, which will
provide for a positive approach to address youth radicalisation.
The conclusions, according to the national reports, are the following:

THE UK
Through the literature review, it was established that the process of radicalisation can take many
different shapes and stages. It is not a phenomenon that happens overnight as young individuals need
to be exposed continuously. Although the process of radicalisation offline can occur in various and
identifiable places – schools, religious institutions, universities, incarceration settings – social media
emphasised it. As primary research shows, social media act like an accelerator of radicalisation,
notably because for the young generation there are daily tools of communication. There is a place
where information and entertainment are intertwined, and it creates a space where vulnerable young
people are easily influenceable. Consequently, there is a need to promote critical debates on the
topic of radicalisation in schools, raising awareness about its various manifestations, of the role
played by cultural stereotyping and marginalisation and of social media. Because the radicalisation
process takes time, potential members are identified and engaged at a very young age, which is why
to effectively backtracking the process of radicalisation, guidance and intervention must happen in
the early stage.
Although it is a complicated process where it is difficult to create a checklist of radicalisation factors,
the report identified a set of violent radicalisation indicators and vulnerability indicators. Isolation,
loneliness, and the need for a sense of belonging are some of the common factors that a young
person open to extremism have in common. By designing practical guidance tailored to individuals
and environments that equip young people with the ability to identify personal goals, personal
qualities, skills, passions, and that provide adequate guidance and support on how to achieve those,
it is possible to counterbalance the radicalisation and vulnerability indicators.
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It is essential to note the importance of the interaction between young individuals and social structures
where one’s growth in preventing and backtracking the process of radicalisation. In interaction with
family, the educational system, peer groups and the local community, young people build their
cognitive abilities and tools and their moral and social compass. In this report, a more positive
approach is supported which increases resilience and enhance the positive identity formation of
young people. The positive approach also advocates considering young people as a key to the
problem. By enhancing a positive identity formation and resilience, young people are empowered
and actors of the radicalisation prevention’s process. There is a need to encourage the use of peerto-peer youth-led debates that bring together young people from different backgrounds. In so, they
will share their experiences, coping mechanisms, critical thoughts and learn from each other. This
may increase engagement, sense of ownership, have a positive impact on young people’s sense of
worth and build one’s identity on positive strength. Following this approach and to counter the vision
that young people are objects of interventions or problems to be solved, there is a need – on national,
EU and international level - to broaden the scope and reach of interventions that reinforce the idea of
young people as partners and problem-solvers with the capabilities and duties to play an active role
in combating marginalisation and radicalisation.
Lastly, the strengthening of the resilience of young people and a positive identity formation can be
shaped in these same specific social structures identified as playing a role in violent radicalisation
of young people: the family, the educational environment, and the community. In positive identity
formation as well as in empowering the skill of resilience good role models are essential. Good role
models can motivate and shape one’s goals and values. A positive role model influences people’s
actions and motivation and deeper their morals, which lead to good behaviour and increase their
feeling of self-worth. The Good Lives Model approach has been used in various disciplines such
as psychology, sociology, anthropology, etc., and it was initially used for the offender’s rehabilitation
based on the idea that in order to reduce reoffending it is essential to build capabilities and strengths
in people. In all cases, the Good Lives Model utilises a strength-based approach that aims to help
people understand and realise their desires, interests and goals and achieve them through legal and
honest ways.

CYPRUS
From the literature review it was proved that there is no uniform definition of radicalisation. Radicalisation
is not absolute, but relative and dependent on the context in which it takes place, while it can occur
to individuals or groups.
There are different types of radicalisation/extremism including right-wing, left-wing, politico-religious,
and single-issue extremism.
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Radicalisation does not happen overnight. There are drivers that may lead to radicalisation and
violent extremism, which may include politics at regional and/or international levels; discrimination
and disparity/ inequality; injustice, mistreatment, corruption; rejection of the political system; rejection
of diversity in the society; weak state and absence of security.
Although there is not one specific profile of a radicalised person, certain factors can be observed,
the recurrence of which indicate signs of radicalisation and common characteristics on personal
backgrounds, and online and offline environments.
Radicalisation is manifested differently in each person; and is often associated with both social and
personal expectations: dissatisfaction or frustration with the society and the person’s unrealistic
expectations, discrimination, feeling of marginalisation etc. Also, it can serve the need to belong to a
certain group, the need for adventure (know the unknown), recognition, etc. The lists of risk factors
and warning signs are non-exhaustive.
As the primary research indicated, certain ideologies can play an important role in radicalisation, for
example some that are motivated by religious beliefs or racism based on origin. Radicalisation can
also happen within football teams or for national matters. Specific cases for violent radicalisation in
Cyprus were not known.
The Cyprus government moderates and analyses, especially the online behaviour of certain people,
mainly through social media but also physically.
Through the internet/social media/App research we discovered that incitement to violent and/or racist
behaviour is frequent. Although companies try to eliminate such behaviour online, extremist content
and content promoting racism, xenophobia, hatred towards others, is easily accessible on Telegram,
Twitter, Facebook, Reddit, TikTok, and YouTube.
Accordingly, it was highlighted that online radicalisation peaks when social media platforms and other
websites are open and accessible to effortlessly share a message. Social media, forums, messaging
Apps and online game platforms are being misused by individuals and groups for spreading their
beliefs, promoting radicalisation, recruiting, and sharing propaganda.
Finally, the crackdown of major social media platforms on extremism and radicalisation has deterred
many from engaging in online radicalisation; however, a lot still needs to be done to combat this
behaviour, which is why we need to identify the use of positive alternatives to address radicalisation.
For us, one of the most important aspects of addressing youth radicalisation is promoting media
literacy skills to young people, so as to address the risk of radicalisation, especially with regards to
identifying, combating and diverting. By taking a more positive approach, we would build communication
channels and raise awareness through existing initiatives about internet safety. This would support
the dissemination of information about the threat, and tackle youth vulnerability towards a multitude of
factors, such as exposure to social networks and exposure to extremist propaganda and fake news.

FRANCE
From the primary and secondary research carried out on youth violent radicalisation in France, the
following takeaways were grasped:
●
Radicalisation is a complex phenomenon which is difficult to outline with a universal and allencompassing definition. Moreover, it should be drawn as a process that takes place gradually, whose
roots can lie in the childhood/preadolescence period.
●
Radicalisation does not necessarily imply the use of physical violence, and terrorism is rarely
its intrinsic outcome. As professionals state, apology of violence alone is often enough to judge that
we are facing a case of a radicalised person.
●
The process of recruitment can happen both online and offline. As a result of the methodology
employed for our social media analysis, we concluded that these online platforms are a successful
means of communication, of conveying information to denounce, inform and gather young people
who are already radicalised rather than a place where young people would (self)radicalise. It seems
that online grooming activities happen on a more private level (target – recruiter relationship). It seems
that only after radicalisation takes place, activities move to the public and collective sphere.
●
From an external standing point, it was difficult to detect grooming activities online, but scientific
literature argues that social media are widely used by recruiters to find new young targets. Recruiters
usually start by liking or re-sharing some expressions published by the target on social media; they
then grab the young’s attention and build up complicity via private chat; next, they use conspiracy
theories and simplistic discourses to create a rupture between the young person and the environment
where s/he lives. The same strategy of manipulation is used in offline grooming attempts. According
to this analysis, public (online and offline) groupings of radicalised young people can be interpreted
as a way of legitimising their ideology and as an opportunity of internal exchange and constant mutual
persuasion.
●
Signs of radicalisation are very controversial to use since they lack any scientific basis. As
shown by the interview with the P/CVE Coordinator, having an ideology or an attitude that is not
wholly compatible with the Republic’s principles is not a sufficient criterion to say that we are facing a
radicalised person.
The “early-signs” of youth radicalisation that the French government issued in 2015 lack of any rational
and scientific substantiation, and they focus solely on jihadist radicalisation. Indeed, this approach
is highly detrimental for social cohesion because it does not address the root of the issue and it
contributes to the chaos by creating a “society of suspicion”.
●
Moreover, it is challenging to find a pattern of radicalised youth, because objectively people
have different backgrounds and approaches, and it is very rare to find experiences with similar
radicalisation paths.
However, some features can be highlighted thanks to the empirical support given by the academia. For
instance, the use of conspiracy theories to argue their own point of views, the use of a Manichean and
binary approach to reality, and the justification of violence might successfully display that someone
has gone through a process of violent radicalisation.
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●
Finally, it is necessary to keep in mind some of the variables that make it possible for a young
person to get radicalised. It is important to acknowledge that, to avoid anachronistic assumptions,
vulnerability indicators should not be analysed separately, but that a combination of them and of the
person’s environment must be made. The recurring vulnerabilities are social, economic, political, and
often psychological. Poverty, unemployment, and familial and social issues during childhood can
favour radicalisation experiences, even if literature proves that this does not always hold up. In fact,
we can find several cases of violent radicalisation of youth coming from bourgeois environments and
with unproblematic childhoods.
Another relevant vulnerability is the fragility of youth’s critical thinking, which, at that age, is not
solidly developed and tends to absorb all the inputs received. This explains indeed the need for
comprehensive formation of youth about how to get reliable information and about all the instruments
of allowed manifestation that a democracy has to offer. This will prevent young people from getting
tricked by fake news and by conspiracy discourses, and from embracing violence as a means of
expression.
One last fragility, that in some cases facilitates the process of youth violent radicalisation, is the
inability of feeling a sense of purpose in life. According to this thesis, radicalisation takes place
because it seems the only way to give voice to its own claims; because it makes it possible to join a
group of people and feeling heard; or because it finally gives to the young an objective and a purpose
that society failed to offer.
For all these reasons, it could be useful for youth to have more opportunities to work on their positive
involvement in politics. Since political subjects are rarely covered in school in a constructive manner,
extra-curricular activities should give opportunities to gain knowledge and skills about the functioning
of politics at the local, regional, national, and international level. Since political beliefs start to be
formed in adolescence, it is important for youth to have a set of tools (such as critical thinking) to
shape their own opinion, but also to be exposed to positive ways of being engaged in the civic
space, and also constructive manners to express beliefs and dissent. This approach would help
young people in channelling their thoughts and will to act in the public space in a positive rather than
destructive way, which can sometimes result in violent radicalisation.

BELGIUM
Radicalisation is a process characterised by growing alienation and increasing willingness to accept
and use violence. It is affected through a complex interplay of various individual and contextual
factors. Which elements play a role is different for every young person and is partly determined
by the resilience of the young person and protected factors in their environment. Signals of radical
behaviour in young people should in the first place be situated against the background of the stage
of development they are in and their search for their own identity. Formation of ideals is an important
developmental task in adolescence. It is the task of educators to guide young people in their search
for values, norms and meaning and to ensure that young people develop an identity that can deal
with diversity.
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The preventive approach to radicalisation should not focus solely on supporting individuals, but should
also pay attention to the broader context, such as the living situation and societal mechanisms of
exclusion or stereotyped reporting. Radicalisation can, in the first place, jeopardise a young person’s
personal development. Extensive radicalisation can in some cases lead to extremism and this should
not be allowed to have a place in society.
“We will not be successful unless we can harness the idealism, creativity and energy of young people
and others who feel disenfranchised. Young people, who constitute most of the population of an
increasing number of countries today, must be viewed as an asset and must be empowered to make
a constructive contribution to the political and economic development of their societies and nations.
They represent an untapped resource. We must offer them a positive vision of their future together
with a genuine chance to realise their aspirations and potential.” (United Nations General Assembly,
2015, 3–4)
As the above quotation states, an effective and sustainable response to violent radicalisation requires
a stronger focus and utilisation of positive skills of the young individuals. This is where their creativity
skills come in with their demonstrated capacity for innovation, leadership, courage, and desire for
making an impact in the society they live in.
The characteristics that drive vulnerable young groups to extremist ideas and actions often involve
low self-esteem, confusions over self-identity or sense of belonging, feeling isolated and coping
with stress; and creativity offers effective solutions to these core causes. It is a process of selfexpression; it builds confidence and self-esteem; it stimulates cognitive skills necessary for the
healthy development of youngsters to become committed citizens; and it is a good way of engaging
youth in the promotion of cultural diversity to foster pluralistic, inclusive and peaceful societies.
Contemporary cultural creations can promote free and critical thinking and create narratives that
counter the collective uncritical spirit of extremist ideologies, especially when disseminated with
creative ways through online media.

GREECE
The report on the Greek context demonstrated that Greek youth are running quite high risks of being
radicalised due to the economic and refugee crisis that are still undergoing in Greece. The high
unemployment numbers, the history of political right and left extremist groups and actions, the low
level of digital skills by the parents, and monitoring their children’s online presence, also accelerates
radical people’s actions and recruitment efforts.
It is evident that prevention mechanisms should be put in order, to primarily prevent exposure to
propaganda and hate speech, radical views, and extremist content, but also critical thinking should
be promoted and taught, in order for young people to themselves be able to hinder their own exposure
to such content. Prevention needs to happen on different levels.
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At the central level, an increased criminal regulation related to spreading of such content would be a
good option. Facebook has put algorithms in place which discourages such content to be distributed.
Cooperation between authorities and ethnic groups should be encouraged, cooperation between
public, local and central authorities and schools should be enhanced and encouraged. Training and
knowledge are key for professionals working with youth to be able to identify early signs of radical
indoctrination or radical behaviour.
Dedicated training programmes with practical, hands-on activities should be designed to foster
and empower youth to understand and identify radicalism and extremism in messages and posts
and report it to authorities. The concept of “Pre-bunking” (attitudinal inoculation) can be used by
youth workers and educationalists to enhance critical thinking and raise awareness of fake news,
misinformation or mal-information. Young people need to know that such content is not illegal, thus,
they will be exposed to it by diverse means, but they need to know how to handle it (Baldét).
Thus, one of the most important aspects youths need to consider when reading a post, watching
a video or hearing a person speak, is critical thinking. Critical thinking in determining what type of
information they just received, critical thinking in evaluating whether this piece of information is worth
sharing, but also knowledge on how to react. The idea of pre-bunking and concrete counter actions
are imperative to build a strong defence wall in the minds of youth, especially the vulnerable ones.
Moreover, the fight against online radicalisation starts offline as Gemmerli states.
There are several training options available, learning platforms promote critical thinking and digital
skills that can prove to be share worthy for the RADEX project and its target groups. One which was
identified is the Erasmus+ project CRITICAL with related training activities for educators: https://
virtual-campus.eu/critical/el/home/.
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FINAL CONCLUSIONS
To sum up, the report examined the state of the art of research on radicalisation and focused on
radicalisation processes on online platforms. Also, it established both radicalisation indicators and
vulnerability indicators, while at the same time, it formed strengths that young people will use in their
benefit, to build a stronger fence against radicalisation.
Accordingly, it was concluded that:
·
There is no uniform definition of radicalisation, while the process of radicalisation can take
many different shapes and stages, that take place gradually.
·
Recruitment can take place both online and offline. Consequently, social media act as an
accelerator, while certain ideologies can play an important role in radicalisation. For example, some
that are motivated by religious beliefs or racism based on origin. Radicalisation can also happen
within football teams or for national matters.
·
There are no exhaustive checklists/risk factors and warning signs of vulnerability and/
or radicalisation indicators, that someone can use to identify if radicalisation is taking place.
Radicalisation is manifested differently in each person; and is often associated with both social
and personal expectations such as dissatisfaction or frustration with the society and the person’s
unrealistic expectations, discrimination, feeling of marginalisation etc.
·
However, there are some common factors which young people open to radicalisation
and extremism have in common. The recurring vulnerabilities are social, economic, political and
often psychological. Poverty, unemployment, and familial and social issues during childhood can
favour radicalisation experiences, even if literature proves that this does not always hold up. The
characteristics often involve low self-esteem, confusions over identity or sense of belonging, feeling
isolated and coping with stress; and creativity offers effective solutions to these core causes.
Thus, the report created a framework for strengthening the resilience of young people through
contributing with positive aspects and strengths that young people can use as individual motivations
and influences to build fences against radicalisation:
·
Form positive identities in these same specific social structures identified as playing a role in
violent radicalisation of young people: the family, the educational environment, and the community.
In positive identity formation as well as in empowering the skill of resilience good role models are
essential. Good role models can motivate and shape one’s goals and values.
Promote media literacy skills to young people, to address the risk of radicalisation, especially
with regards to identifying, combating, and diverting radicalisation.
·
Provide more opportunities for young people to work on their positive involvement in politics.
Since political subjects are rarely covered in school in a constructive manner, extra-curricular activities
should give opportunities to gain knowledge and skills about the functioning of politics at the local,
regional, national, and international level.
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·
Focus and utilise positive skills of the young by enhancing their creativity skills which will
improve their capacity for innovation, leadership, courage, and desire for making an impact in the
society they live in.
·
Develop critical thinking in determining what type of information young people received (for
example during watching a video), critical thinking in evaluating whether a piece of information is
worth sharing, but also knowledge on how to react.
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